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INTRODUCTION N

Control over the undersea domain has long been

a strategic imperative, but in recent years, the
significance of submarine communication cables has
surged, reshaping geopolitical dynamics both below
and above water. The global economy’s increasing
reliance on digital infrastructure has driven a rapid
expansion of submarine cable networks,' with profound
implications for strategic and economic security.

Historically, three submarine cable companies -
SubCom (originally part of Bell Labs? in the United
States), Alcatel Submarine Networks, Inc. (France),

and NEC Corporation (Japan) - dominated the subsea
cable market.?> However, since 2008, China’s HMN Tech
has expanded globally, offering competitively priced
infrastructure solutions, particularly to countries in the
Global South. The entry of other Chinese firms into the
market, especially through Beijing’s Digital Silk Road
(DSR) initiative, has further altered the submarine cable
manufacturing and funding landscape, appealing to
nations seeking to bridge the digital divide.* However,
this shift has raised concerns about strategic digital
dependencies, particularly in regions where the
intensifying US-China technological competition is
viewed as a strategic dilemma for middle powers and
island countries.®

Nowhere is this dynamic more pronounced than in
Southeast Asia, the world’s fastest-growing digital
market.® With more than 125,000 new users joining the
digital economy every day,” the region’s monthly data
consumption is expected to triple from 9.2 GB in 2020
to 28.9 GB per user by 2025.2 Submarine cables, which
carry around 99 per cent of all international data,® are
a crucial yet under-secured part of Southeast Asia’s
digital and economic architecture. Yet, the strategic
importance of Southeast Asia’s digital infrastructure is
complicated by its geopolitical context.

The South China Sea (SCS), the world’s most militarised
maritime zone,° is a flashpoint for territorial disputes

involving China, Vietham, Malaysia, Brunei, the
Philippines, and Taiwan." Taiwan is the only non-
ASEAN claimant in this equation. The United States
(US) has had a strong military footprint in the region
since the end of WWII™? to maintain its global strategic
dominance. On the other hand, China’s increasingly
assertive posture in these waters in relation to other
claimants has escalated tensions, raising the stakes
for critical infrastructure that crosses these contested
zones.”

Employing ‘weaponised interdependence’ as an
analytical framework, this paper posits that the

SCS constitutes a paradigmatic site for examining
the strategic deployment of network centrality as a
mechanism of geopolitical leverage. This framework
elucidates how asymmetries in the global network
topology enable great powers to consolidate power
by instrumentalising infrastructural chokepoints to
coerce, surveil, and dictate outcomes in transnational
governance. Against this backdrop, the paper maps
the unfolding dynamics of great power competition
over submarine cable networks in the SCS, where
material infrastructure intersects with the imperatives
of sovereignty and national security.

The analysis foregrounds the politics of cable repair
and maintenance regimes, particularly the regulation
of licensing and permitting processes. These ostensibly
technical practices, refracted through China’s
expansive territorial claims, exemplify how regulatory
mechanisms are deployed to reinforce asymmetrical
authority and shape the region’s digital trajectory. The
paper interrogates the cable protection regimes of all
ASEAN SCS claimants and argues that ensuring subsea
cable resiliency and unhampered digital connectivity
requires the elimination of critical deficiencies in the
existing cable protection frameworks of these actors.
The study calls for stronger regional collaboration,
public-private partnerships, and comprehensive policy
frameworks to safeguard the region’s undersea cables.



BLUE SECURI

NETWORK CENTRALITY AS
CATALYST FOR CONTROL

During the last decade, particularly following the
acceleration of China’s DSR initiatives, the militarisation
of submarine cables has intensified. China’s status as a
significant emerging player in cable manufacturing and
deployment has amplified concerns about surveillance,
infrastructure security, and the strategic implications of
its expanding influence. The US and its allies, having long
exploited similar advantages,* have been among the
most vocal in raising alarms about China’s involvement in
cable projects, cognisant of the risks posed by Beijing’s
expanding control over this critical infrastructure.’®

The centrality of the US in global internet infrastructure
can be traced toits role as the internet’s progenitor,
allowing it to control critical submarine cable exchange
points, which enabled extensive surveillance capabilities.
Mass surveillance programs such as the National Security
Agency’s (NSA) BLARNEY, involved in the upstream
collection of data, have been run since the 1970s in the
US® NSA's FAIRVIEW and PRISM programs leveraged
(and sometimes created) new laws to coerce major
telecommunication companies to share reports on global
data flows with the US government.” According to the data
leaked by Edward Snowden, an intelligence contractor,
the NSA was able to sift data off of cables as it flowed past
because of these partnerships,® which underscores the
strategic utility of possessing network centrality for a state.

China’s rise as a technological and infrastructural power
mirrors the United States’ earlier trajectory. In the era of
intensifying US-China competition, one which borders

on adversarial, China is faced with the possibility of being
digitally isolated. Its strategic calculations now dictate that
it utilises its state-controlled companies, such as Huawei
and ZTE, and initiatives like the DSR to position itselfas a
dominant player in global communications infrastructure.
Leading the development of 5G networks, constructing
undersea cables, and financing critical projects in emerging
markets, China is said to be a major force shaping digital

US - CHINA SUBSEA
CABLES COMPETITION
AND THE MILITARISATION
OF DATA CABLES

landscapes in the Global South.” Domestically, China

not only can summon data from its telecommunications
companies by law,?° but its Great Firewall program also
exemplifies the Chinese Communist Party’s (CCP) use of
infrastructure as a mechanism of socio-political control to
maintain internal stability via surveillance ?'

The dual-use advantages of subsea cables in the CCP’s
imaginary is evident in the remarks by a party official, who
stated, ‘Although undersea cable laying is a business, it is
also a battlefield where information can be obtained.??
Such a perspective reinforces the view that China
perceives subsea infrastructure as a critical component

of its geopolitical and informational strategy, further
consolidating its global position. With the launch of its
DSR, China’s stated aims included being able to control

60 per cent of the global subsea cables market.? While
that ambition has not materialised, according to the

China Academy of Information and Communications
Technology (CAICT) - the country’s top think tank on
telecommunications - Chinese companies are expected to
contribute 45 per cent of the total 770,000 km of cable set
to beinstalled from 2023 t0 2028 .2

Pertinently, digital and technological offerings by Chinese
companies are hardly benign. In 2013 Huawei, the parent
company of HMN Technologies? (formerly Huawei Marine
Networks, which provided subsea connectivity solutions
and sold its share in the company in 2020), was implicated
inintellectual property theft from the US worth $300
billion annually.?* Washington at the time claimed that the
Huawei theft on behalf of the CCP cost the US economy
2.1 million jobs perannum, and called it the greatest
transfer of wealth in history.? The US still considers HMN
Tech an affiliate of Huawei ?® Initially, the US imposed
tariffs on Huawei and then proceeded to systematically
exclude it from the global networks by institutionalising its
2020 ‘Clean Network’ initiative.?’ Over the years, the US
and its allies have facilitated the ousting of Chinese cable
companies from various projects such as the Coral Sea
Cable and the SEA-ME-WE 6 system.3°
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Documented cases of submarine cable tapping exist
against the US, notably during the Cold War and

through the now-retired SEA-ME-WE3 cable ' Itis
noteworthy that disclosures about mass surveillance
programs emerged from within the US. In contrast, similar
disclosures are hard to expect from within China, where
strict state control limits transparency. On the other
hand, China’s domestic practices, such as employing its
Great Firewall for autocratic control and its ambition to
wire as much of the world as possible through Chinese
companies with a tainted reputation, and with a track
record of surveillance and stealth at such a staggering
scale, raise significant concerns about its intentions in the
global technological arena.

These incidents present useful insights into how nation-
states leverage the internet and related infrastructure

for strategic gains. The US and now China’s behaviour
concerning undersea cables can be described using the
weaponised interdependence framework. ‘Weaponised
interdependence’is a term used to refer to states
leveraging global informational and financial networks for
strategic purposes in the international system, a concept
advanced by Henry Farrelland Abraham Newman ** They
contend that network topographies, characterised by
asymmetries in connectivity, allow states with jurisdiction
over central nodes and the requisite domestic institutions

MMN Tochmodogies € o (]

to exploit these structural advantages for coercive ends,
employing mechanisms such as the ‘panopticon effect’
(strategic information gathering) and the ‘chokepoint
effect’ (denial of access).® Farrell and Newman argue
that key global networks tend to be self-reinforcing and
asymmetrically distributed, reinforcing power imbalances.
These networks, exemplified by systems like SWIFT

and the internet, are increasingly centralised in a ‘hub-
and-spoke’ configuration, consolidating power in a
limited number of intermediaries and contradicting the
expectations of Keohane and Nye's theories of global
cooperation.®

The weaponisation of infrastructure, as evidenced by both
the US and China, is not a moral failing specific to any

one state but rather a natural consequence of strategic
anxiety and capacity-meeting opportunity. The US’s early
actionsin the internet era, far from being a departure
from geopolitical norms, can be viewed as an extension

of established national security practices - a trend China
now follows as its infrastructural capacities grow. Beijing

is now seen acting in ways consistent with the structural
imperatives of a state capable of achieving increasing
centrality in regional, if not global, communications. Both
cases illustrate that technological dominance naturally
lends itself to exploitation by states seeking to extend their
influence and secure their strategic interests.
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COMPETITION

The SCSis a region characterised by territorial tensions
between several claimants, including China, Malaysia,
Taiwan, Vietnam, Brunei, and the Philippines. The territorial
claims of Taiwan and China mirror each other, while

other states have competing and overlapping claims too.
US alliances, such as those with the Philippines®® and
Taiwan,* create a complex web of military and political
commitments, including defence treaties and the
establishment of military bases. China’s strategic concerns
are centred around territorial claims and access to strategic
waterways such as Miyako and Taiwan Strait, and the Bashi
Channel,” intensifying regional tensions.

The SCSis simultaneously a vital corridor for subsea
cables,*® providing the most efficient route to connect
East Asia with the broader Asian continent and onward

to Africa. The strategic importance of this route cannot

be overstated, as it facilitates a significant portion of

the region’s digital connectivity. Given the contested
nature of this maritime zone, laying a new cable system

in these waters or repairing damaged cables requires

the industry to seek permits from all parties claiming

a particular maritime zone. Undersea data cables are
transnational objects. Even in regions where there are no
competing maritime claims, this critical infrastructure is
highly vulnerable. They can be snagged by trawlers and
severed by anchors. According to the International Cable
Protection Committee (ICPC), over 70 per cent of all cable
faults globally can be attributed to fishing and anchoring
activities, while natural hazards account for less than

20 per cent.* High-vessel traffic areas, combined with
shallow waters, spell damage to these cables. The SCSis
relatively shallow, with nearly half of its seabed consisting
of continental shelf areas at depths of less than 650 feet *°
Only 16 per cent of the sea consists of deep basins, such as
those reaching over 16,400 feet.*' It is no wonder, then, that
over half of all cable faults globally are reported in the SCS.
More than 50 per cent of global fishing vessels operate

in these waters, too, underscoring the vulnerability and
strategic significance of this underwater infrastructure #?

SOUTH CHINA SEAAND THE
US-CHINA GEOPOLITICAL

Human fishing-related activities and natural hazards
aside, the geopolitical landscape of the region puts the
security of this critical infrastructure at further risk. In 2013,
the Philippinesinitiated arbitration to clarify the legal
status of the waters and islands in the SCS, challenging
China’s sweeping claims. In 2016, the Permanent Court of
Arbitration in The Hague ruled that the majority of China’s
claims under its ‘nine-dash line” were unlawful # While the
ruling affirmed China’s legal claim to only 20 per cent of
the SCS, Beijing has continued to assert control over 0
per cent of the region,* dismissing the ruling.

Over the years, subsea cables have become

an integral part of China’s strategic plan to
assert its illegal maritime claims in the SCS.
China has markedly expanded its underwater
capabilities in the SCS.** Central to this effort is
the development of a sophisticated underwater
surveillance network, often described as the
‘Great Underwater Wall. ¢

Utilising a combination of sensors, unmanned underwater
vehicles, and intelligence-gathering operations, this
network monitors maritime activity, granting Beijing a
strategic advantage in situational awareness and maritime
security. The Asia Maritime Transparency Initiative (AMTI)
noted in 2020 that China has deployed a robust array of
sensors and communication systems between Hainan
Island and the Paracel Islands, forming a part of the ‘Blue
Ocean Information Network.”” Developed by the state-
owned China Electronics Technology Group Corporation
(CETC), this network is officially framed as an environmental
monitoring and communication system. However, its dual-
use potential is evident, with capabilities that extend into
military applications. The system’s most visible components
are the ‘Ocean E-Stations,” or floating integrated information
platforms (IIFPs), and the “island reef-based integrated
information systems’ (IRBIS).* Together, these floating and
fixed platforms enhance China’s ability to control and surveil
the maritime environment, raising significant cable-related
security concerns for other SCS claimant states and global
maritime stakeholders.
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Chinais not alone in deploying oceanographic research assets. The US has engaged in underwater espionage since,
arguably, the Cold War;*® and China has accused the US of deploying surveillance vessels in the SCS on several
occasions.*° Strategically, underwater surveillance by external actors in the SCS poses a heightened threat to China, as
these waters host a substantial portion of its undersea cable infrastructure, critical to its national and regional connectivity.

At the time of writing, China’s cable map, as captured by Telegeography, is as follows:

Ready for Cable Shared with
No China’s cables service Lenath Supplier Owners other SCS
(RFS) 9 claimants
1 APCN-2 2001 NEC AT&T, BT, China Telecom, China Malaysia,
Unicom, Chunghwa Telecom, Philippines,

HKBN, KDDI, KT, LG Uplus, NTT, ~ Taiwan
Orange, PCCW, PLDT, Singtel,

Singtel Optus, Softbank Corp,

Starhub, Tata Communications,

Telekom Malaysia, Telstra,

Verizon, Vodafone

2 Asia Africa 2017 NEC, China Unicom, Djibouti Malaysia,
Europe-1(AAE-T) SubCom Telecom, Etisalat UAE, Vietnam
Hyalroute, Metfone, Mobily,
National Telecom, OTEGLOBE,
Omantel, Ooredoo, PCCW,
Pakistan Telecommunications
Company Ltd, Reliance Jio
Infocomm, Retelit, TIME dotCom,
TeleYemen, Telecom Egypt, VNPT
International, Viettel Corporation

3 Asia-America 2009 ASN, NEC AT&T, BT, Bharti Airtel, Eastern Brunei,
Gateway (AAG) Telecom, Ezecom, Globe Telecom, Malaysia,
Cable System Indosat Ooredoo, National Philippines,

Telecom, PLDT, Saigon Postel Vietnam

Corporation, Spark New Zealand,
Starhub, Telekom Malaysia,

Telkom Indonesia, Telstra, Unified
National Networks (UNN), VNPT
International, Viettel Corporation

4 Asia Direct Cable 2024 (Q4) NEC China Telecom, China Unicom, Philippines,
(ADC) National Telecom, PLDT, Vietnam
Singtel, Softbank Corp, Tata
Communications, Viettel
Corporation

5 Asia Link Cable 2026 (Q1)  7200km  HMN Tech China Telecom, China Unicom, Malaysia,
(ALC) (2026) DITO Telecommunity, FPT Philippines,
Telecom, Globe Telecom, Singtel,  Veitnam
TIME dotCom, Telekom Malaysia,
Unified National Networks
(UNN), VNPT, Viettel Corporation

6 Asia Pacific Nov 2016 10,400m  NEC China Mobile, China Telecom, Malaysia,
Gateway (APG) China Unicom, Chunghwa Taiwan,
Telecom, KT, LG Uplus, Meta, Veitnam

NTT, National Telecom,
Starhub, TIME dotCom, VNPT
International, Viettel Corporation

7 Asia Submarine- Aug 2012 8,148 km NEC NTT, PLDT, Starhub, Telekom Malaysia,
cable Express Malaysia (Telekom Malaysiaowns — Philippines
(ASE)/Cahaya two fibre-pairs, which it refers to as
Malaysia the Cahaya Malaysia system. NTT,

PLDT, and Starhub jointly own the
other four fibre pairs.)
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Ready for Shared with
China’s cables service Supplier Owners other SCS
(RFS) claimants
8 Cambodia-Hong July 2025 2,175 km China’s Government of Cambodia Landing
Kong Unicom points
Group uncertain
9 Cross-Straits Aug 2012 21km China China Mobile, China Telecom, Taiwan
Cable Network Estimates China Unicom, Chunghwa
(CSCN) Aug 2037 Telecom
10 Dalian-Yantai March 1998 146 km ASN China Telecom Domestic
Cable cable
i EAC-C2C Nov2002  36,500km Initially Telstra Philippines,
(East Asia Crossing constructed Taiwan
- City to City) by Asia
Global
Crossing
12 FLAG Europe-Asia  Nov 1997 28,000 km SubCom Global Cloud Xchange Malaysia
(FEA)

13 FLAG North Asia June 2001 9504 km  ASN, Fujitsu  Global Cloud Xchange, PCCW, Taiwan

Loop/REACH Telstra

North Asia Loop (Global Cloud Xchange owns
3fiber pairs which it refers to
as FLAG North Asia Loop. Of
the three remaining fiber pairs
comprising the REACH North
Asia Loop, Telstra owns one fiber
pair, PCCW owns one fiber pair,
with the final fiber pair is jointly
owned by Telstraand PCCW).

14 Haikou-Beihai 1999 198 km ASN China Telecom Domestic
Cable cable
15 Hainan to Hong Sep 2021 675 km HMN Tech China Mobile Domestic
Kong Express cable
(H2HE)
16 New Cross Pacific ~ May 2018 13,618 km  SubCom China Mobile, China Telecom, Taiwan
(NCP) Cable China Unicom, Chunghwa
System Telecom, KT, Microsoft, Softbank
Corp
17 Ningbo-Zhoushan  July 1998 35km ASN China Telcom Domestic
Cable cable
18 SEA-H2X 2025(Q3) 5000km HMN Tech China Mobile, China Unicom, Malaysia,
Converge ICT, Sonia Satellite Philippines

Services Sdn Bhd
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Ready for Cable Shared with
China’s cables service Length Supplier Owners other SCS
(RFS) claimants
19 SeaMeWe-3 Sep 1999 39,000 km ASN, Fujitsu, Al Telekom Austria, AT&T, Altice Brunei,
(Retiredon 2 SubCom Portugal, BICS, BT, CTM, China Malaysia,
December 2024 Telecom, Chunghwa Telecom, Philippines,
after 25 years of Cyta, Deutsche Telekom, Taiwan,
service) Djibouti Telecom, Embratel, Vietnam
Etisalat UAE, Indosat Ooredoo,
Jabatan Telecom Brunei, KDDI,
KPN, KT, LG Uplus, Maroc
Telecom, Myanmar Post and
Telecommunication (MPT),
National Telecom, OTEGLOBE,
Omantel, Orange, Orange
Polska, PCCW, PLDT, Pakistan
Telecommunications Company
Ltd., Rostelecom, Saudi Telecom,
Singtel, Singtel Optus, Softbank
Corp, Sparkle, Sri Lanka Telecom,
Tata Communications, Telecom
Argentina, Telecom Egypt,
Telekom Malaysia, Telkom South
Africa, Telstra, Tunisia Telecom,
Turk Telekom, Ukrtelecom, VNPT
International, Verizon, Vocus
Communications, Vodafone, eir
20  Southeast Asia- 2025 (Q1)  10,500km NEC China Mobile, Chunghwa Taiwan,
Japan Cable 2 Telecom, DongHwa Telecom, Vietnam
(SJC2) 2025 KDDI, Meta, SK Broadband,
Singtel, Telin, True Corporation,
VNPT-Vinaphone
21 Southeast Asia- June 2013 8,900km  NEC, China Mobile, China Telecom, Brunei,
Japan Cable (SJC) SubCom Chunghwa Telecom, Globe Philippines
Telecom, Google, KDDI, National
Telecom, Singtel, Telkom
Indonesia, Unified National
Networks (UNN)
22  Taiwan Strait Jan 2013 260 km HMN Tech China Mobile, China Unicom, Only
Express-1(TSE-1) Chunghwa Telecom, Far EasTone connects
(FET), Taiwan International Chinaand
Gateway Corporation, Taiwan Taiwan
Mobile
23  TataTGN-Intra March 6,700km  SubCom Only 4
Asia (TGN-IA) 2009 landing points
(Singapore),
Philippines,
Vietnam
24 TKO Connect Sep 2023 6 km HKBN, SUNeVision Domestic
cable
25 Trans-Pacific Aug 2008  17968km  SubCom AT&T, China Telecom, China Taiwan
Express (TPE) Unicom, Chunghwa Telecom, KT,
Cable System NTT, Verizon

Table 1: A snapshot of China’s subsea cables map.

All the data used to populate this table has been generated from TeleGeography’s Submarine Cable Maps web resource®



As detailed in the table, after SEA-ME-WE 3's recent
retirement, there are 24 submarine cable systems

(active and planned) connecting China to global digital
networks. Of these, 20 are already operational, and 4

are setto go live between 2025-2026. Notably, 19 of
these systems feature connection points in other SCS
claimant states, while the remaining 5 are purely domestic
cables enhancing connectivity within China. The only
new planned system with potential regional reach, the
Cambodia-Hong Kong cable, is scheduled for activation
in 2025, though its future connections to other claimants
remain uncertain at this stage.

At the time of writing, of all SCS claimants, China has the
highest number of cables landing on its shores, with most
cables of other claimants having at least one landing point
in China. This dynamic affords Beijing ‘network centrality’,
a concept at the core of Newman and Farrell’s arguments.
It highlights how control over critical digital infrastructure
can amplify a node’s global influence 52 Examples of the

benefits of network centrality can be seen in how the US
historically leveraged this advantage to gain geopolitical
advantages. As Newman and Farrell explain, the United
States has long recognised that communication traffic -
whether phone calls, emails, or chats - typically follows the
cheapest available route rather than the most physically
direct one.®® Nonetheless, as part of its PRISM and

other mass surveillance programs, the NSA encouraged
telecommunication companies to prioritise the transfer of
data via the US before being routed to its final destinations.
Farrelland Newman argue that gaining network centrality
is the consequence of deliberate policy and not an
accidental achievement.>*

This carefully crafted engineering of network centrality
amplified US power over global information flows. Given
the US’s effective use of network centrality to shape global
dynamics, it is fair to assert that China’s drive to replicate
this model is both logical and strategic.

BLUE SECURITY: A MARITIME AFFAIRS SERIES |11
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CHINA’S QUEST FOR
NETWORK CENTRALITYIN
THE SOUTH CHINA SEA

After the installation of the physical layer of submarine
cables, one of the network management software used
to operationalise these cables is the Software-Defined
Networking (SDN) application.®® It is used to enhance
the utilisation of the physical layer of the infrastructure
while improving network efficiency. Analysts argue that
Chinese companies are leading the way in the creation
of this software. During a period of intensified tensions in
the SCSregion, the Southeast Asia-Japan Cable (SAJC),
manufactured by SubCom and NEC, with connection
points in China and responsible for connecting Japan to
Singapore, became a victim of SDN misuse. Data bound
for Japan was being routed through Hainan Island, which
falls under China’s jurisdiction.®®

Table Tillustrates that all claimant states in the SCS
currently have various subsea cables landing in China.
Just as cables landing in any other country, these are
susceptible to being tapped or the data to being re-routed
on occasion - such is the nature of this network. The SDN
example above demonstrates the advantages of several
claimant cables landing on China’s shores and their role in
materialising Beijing’s strategic interests.

Based on the logic of the benefits offered by network
centrality, the table demonstrates that China seems to
be strategically embedding itself within regional SCS
connectivity systems, prioritising redundancy. Despite
ongoing tensions, the network architecture in the SCS
has created a scenario where China and other claimant
states are intertwined, in what we term a complex ‘digital
embrace.’ According to anindustry professional,®”

any harm to cablesin the SCS waters harms China’s
connectivity, too. Therefore, physical harm to a cable
system entangled with those of other claimants will affect
the connectivity of several stakeholders. This creates a
‘shared risk’ scenario, making deliberate sabotage to the
physical layer of cable infrastructure unlikely.

However, by the strategic awarding of cable-related
permits in SCS, China seems to be deliberately
engineering a position of centrality, using the

regulatory tools at its disposal to create infrastructural
interdependence in the region it seeks to dominate. This
is underpinned by several factors:

CABLE MANUFACTURING
TRENDS

Of the 20 active cables connecting China with other SCS
claimants, 16 were manufactured by Western and Japanese
companies, with only 4 - two of which are smaller, domestic
cables - produced by Chinese firms. Among the 5 planned
systems, NEC Japan is responsible for two, while the other
three will be manufactured by Chinese companies. This
shift towards Chinese-manufactured infrastructure isan
emerging trend that cannot be ignored.

Several factors contribute to this shift. Chinese-made
cables are not only cheaper, making them an attractive
option for countries seeking cost-effective solutions, but
they also allow China to maintain greater control over the
infrastructure. Chinese companies are legally obligated
to cooperate with the government and provide data upon
request,®® which gives China an additional layer of control
overdigital flows in the region.



CABLE LIFESPAN
AND REPLACEMENT

The typical operational lifespan of modern fibre-optic
cable systems is around 12 to 17 years,> older systems
often remain in service for over 25 years.*© Newer systems,
however, are retired sooner due to rapid innovation in the
cable industry and the growing demand for higher capacity
across all networks. Additionally, older systems become
more expensive to maintain on a per-terabyte basis.' As
shown in Figure 1, the average age of the 16 Western-
manufactured cables connecting China to other SCS
claimant states is approximately 18 years, indicating that
these systems are past their optimal service life.

From this perspective, it is plausible to deduce that China’s
restriction on new permits for Western companies is part of
a broader strategic calculus:

a) Ensuring Future Undersea Infrastructure Dominance:
At the time of writing, the last instance of a non-
Chinese vendor successfully laying a subsea cable in
the SCS was the Asia Direct Cable (ADC) by NEC, a
Japanese company, which received a permit in 2019 .42
Since then, there has been a marked absence of new
licenses issued to non-Chinese entities. By denying
access to foreign companies, China can gradually
ensure that future cables connecting its territory are
domestically manufactured, thereby consolidating its
control over the infrastructure. This move will not only
enhance the security of its own networks but will also
diminish the influence of external actors in the region’s
digital sphere.
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b) Maintaining Digital Interdependence: In the SCS, any
route planning, surveying, or construction inherently
involves Chinese permission and oversight, further
cementing Beijing's strategic position. Infrastructural
interdependence also abates China’s own strategic
anxieties concerning physical infrastructure in the
region, given the entangled nature of the submarine
cable networks.

The implications of this strategy are profound. As existing
Western-manufactured cables near the end of their
lifespan, SCS claimants, including ASEAN members and
Taiwan, are faced with a strategic dilemma. Relying on
established connections, which increasingly lead back

to Chinese-controlled infrastructure, may offer the path

of least resistance but also risks entrenching Chinese
influence over their digital futures. Western companies are
increasingly circumventing SCS for future cables for the
same reason.®

Increases in regulations, permitting issues, and cable
repair times add another layer of strategic complexity to
the region at a time when Southeast Asia is increasingly
positioning itself as a prime destination for global

tech operators seeking to establish data centre bases.
Singapore, Malaysia, Thailand, Indonesia, and Vietnam
have emerged as the region’s top five hubs ¢ Notably, two
of these - Malaysia and Vietnam - are SCS claimant states.
As data centres proliferate across Southeast Asia, regional
governments are locked in a competitive race to attract
investment, with Singapore leading for now.¢®
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The table below provides a comparative snapshot of the economic and digital infrastructure of SCS claimant states,
emphasising their reliance on undersea cables for connectivity and economic growth:

. No. of
Digital Number
Annual Total Number . planned
Total economy . of Active Planned

) . Number Revenue of Active . systems

GDPin contribution ) International Planned  systems )
Country of Data fromData International designed
to

(UsSD) Systems to China crisscross

billions to GDPin ) Cables systems connected
Centres Centres Submarine
(USD)  percentage Connected to China

(%) in 2023

Malaysia 44552 23% ~50 812 mil 21 8 6 2 2
(2024
projection)

Vietnam 465.81 12% ~30 561 mil 5 5 4 3 3
(2022), (no details
685mil available
(2023) forthe

projected fourth
144 bn by system)
2029

Taiwan 802.96 29.9% 27 147 bn Ll 9 3 1 1
(2023),
projected
3.45bn by
2029

Philippines 471,52 85% ~22 750 mil 10 7 7 3 3
(2023)
projected
1.61bn by
2029

Brunei 15.51 312% 1 Not 4 3 1 1 1
Darussalam specified

Table 2: All data presented in columns 6-10 is collected from TeleGeography’s web resource ‘Submarine Cable Map’%

The figures reveal key strategic dependencies and economic vulnerabilities that are deeply intertwined with the
economic and national security situations of SCS claimants, especially in the context of US-China competition for
influence in the region. Unlike the US, which relies on freedom of navigation operations, lobbying, and diplomatic
leverage, China wields direct regulatory power in the SCS waters.

This paper argues that, in the context of the SCS region, China holds a stronger strategic position than the US in the
competition over submarine cables. China asserts claims to 90 per cent of the SCS¥ and mandates that cable repair
and maintenance vessels obtain permits to operate within its EEZ - a requirement that contravenes the provisions of
the United Nations Convention on the Law of the Sea (UNCLOS). This effectively means that any entity seeking to lay,
operate, maintain, or repair subsea cable systems in these waters must secure China’s approval as a permitting authority,
even though such approval exceeds its legal rights.
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The SCSis one of the busiest maritime regions in the world,
with an estimated $5 .3 trillion in trade passing through

its waterways annually.%® Its geopolitical significance is
further underscored by the presence of critical undersea
infrastructure, particularly at least 11 submarine cable
systems,®” that connect Southeast Asian nations to global
communication networks.

In the SCS, where multiple nations claim the same waters,
efforts to repair or maintain these cables can be hindered
by territorial disputes. If a cable running through disputed
waters is damaged, a country’s attempts to repair it might
be viewed as an infringement on another claimant’s
sovereignty. China’s harassment of a private repair

vessel, escorted by a Vietnamese naval ship within the
Vietnamese EEZ in April 2024, is a case in point.’® Legal
and political complexities such as these add to the already
difficult task of maintaining and securing submarine cables
in Southeast Asia.

CABLE MAINTENANCE
AGREEMENTS APPLICABLETO
THE SOUTH CHINA SEA

There are two primary types of maintenance agreements
for submarine cables: geographical zone-based Cable
Maintenance Agreements (CMAs), wherein cable owners
coordinate maintenance on a regional basis, and private
ad-hoc agreements, which involve maintenance providers
offering services for individual cables. In the latter
arrangement, contracts are established for each cable, with
specified priorities for intervention in the event of multiple
faults. Additionally, service providers typically maintain
depot facilities and base ports; however, vessels may also
be utilised for other operations, which can result in delayed
mobilisation for cable repairs.”

MAINTENANCE
AND REPAIRIN THE
SOUTH CHINA SEA

Repair capabilities for submarine cables in Southeast Asia
are governed by three key frameworks: the Southeast

Asia and Indian Ocean Cable Maintenance Agreement
(SEAIOCMA), the Yokohama Zone (YZ) agreement, and
the Asia Pacific Marine Maintenance Service Agreement
(APMMSA). SEAIOCMA and YZ are consortium-based
agreements, while APMMSA is a private zone agreement.”

SEAIOCMA, which, according to industry sources, covers
45 cables with 47 cable owners and spans regions from
Djibouti to Guam and Taiwan to Australia, relies on support
from ASEAN Cableship Pte Ltd, Indian Ocean Cableship
Pte Ltd, and Global Marine Systems Ltd, with base portsin
Singapore, Sri Lanka, and the Philippines. YZ is currently
responsible for 20 cables and includes 27 cable owners

as members. It maintains two cable ships and strategically
located depots to ensure rapid repairs. The provisions of
these contracts stipulate that cable repair ships, along with
their highly skilled crews, will commence sailing within

24 hours of being notified of a fault in the cable system.”?
YZis serviced by three ship operators: Chinese SBSS,
Japanese KSC - KDDI Cableships and Subsea Engineering
Inc., and Korean LS Marine Solutions. Chinese company
SBSSis contracted to service the Yokohama Zone for six
months of the year,” according to Mike Constable, former
CEO of Huawei Marine Networks (later rebranded as
HMN Tech) and a recognised authority on the strategic,
commercial, and regulatory aspects of submarine cable
system development and deployment. YZ and SEAIOCMA
together have ajoint agreement - the Pacific and Indian
Ocean Cable Maintenance Agreement (PIOCMA) - that
addresses the overlap between their respective zones,
enabling assets from each to provide coverage in the
overlap area. The current YZ agreements expired in late
2024, while SEAIOCMA’s agreements will expire at the
end of 20257
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APMMSA is now solely managed by ASN following
SubCom’s 2023 withdrawal from maintenance activities,
and provides coverage for the Pacific and Indian
Oceans.”” SubCom (a US company that, Reuters notes,”®
was historically a US Cold War project) withdrew from

the APMMSA, a private-sector consortium for cable
maintenance, in 2023. This move coincided with SubCom'’s
parent company acquiring land for a cable depot in the
Philippines, aligning with the US Department of Defense’s
expanded military presence in the region under the
Enhanced Defense Cooperation Agreement (EDCA)
signed in April 202377 The timing is significant, as it
reflects the US race to secure control over critical subsea
infrastructure - particularly in the face of China’s growing
regulatory dominance in the SCS.

SubCom'’s exit from APMMSA also suggests a move

away from agreements that may limit US influence over
infrastructure, while the Philippines depot allows for rapid
maintenance of cables critical to global communications,
particularly in contested areas. The strategic positioning
of this depot is not only about infrastructure but also
about reinforcing US geopolitical objectives, ensuring key
subsea routes remain accessible to allies and out of China’s
reach. Some of these tactics may be deemed responsible
for Bejing’s more time-consuming approach® to issuing
licences and permits for cable repairs and maintenance.

While Southeast Asian nations own, register, and operate
some cable-laying and repair ships - 11 of the over 59¢'
installation and maintenance assets® - the ability to
perform quick and cost-effective repairs is not always
guaranteed. Factors such as vessel and crew availability,
weather conditions, and the need to obtain necessary
permits or licenses can complicate the repair process.

As per unpublished industry data, 206 cable faults were
reported worldwide in 2023, with the average notification
to departure time for repair vessels being 21 days. Numbers
on global repair distribution indicate that 44 per cent of
the faults occurred within territorial waters, 54 per cent
within EEZ, and only 2 per centin the high seas. The same
unpublished data from 2023 shows that the eastern
hemisphere’s maintenance agreements, which include
SEAIOCMA, Yokohama and APMMSA, saw a rise in repair
vessel response time.#* The reason provided for this delay is
the backlog of repair time in the Asia region. According to
recentindustry data, the high vessel utilisation rate within
SEAIOCMA could be deemed one of the reasons for the
delay in repair vessel response time, with the vessel utilisation
rate within SEAIOCMA and YZ sitting at approximately 84
and 40 per cent, respectively.® This backlog, according to
other unnamed industry sources, can also be attributed
toreasons related to operational and security permits and
regulations® by the very states that have their connectivity
disrupted due to cable breaks. In 2023, the mean time fora
vessel to commence repair was over 40 days.®

e 77— ASEA
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‘China’s possession of fewer than ten cable-laying
vessels® - some of which are newly acquired, including
the largest cable-laying vessel - adds complexity to

the situation. China’s intent behind expanding its fleet

of cable-laying vessels is often framed as serving both
domestic and geopolitical objectives.® However, some
industry analysts,®” including Constable, argue that given
HMN Tech’s possession of only one new vessel, Beijing’s
primary priority is securing assets to deploy and maintain
China’s infrastructure. This is vital for mitigating the risk
of exclusion from the global cable ecosystem, which
remains heavily influenced by US policies and the broader
Western-led digital infrastructure landscape. In fact,
according to industry sources like Constable, who has
extensive experience in industry developments, HMN Tech
has faced challenges in offering maintenance solutions
to investors, with its limited vessel assets presenting a
significant barrier. Despite this, industry sources claim
that China offered a repair vessel to SEAIOCMA, but

the proposal was not accepted by its members. This,
arguably, reflects the industry’s reluctance to become
entangled in great-power rivalry.

While China’s strategic withholding of licenses for Western
companies to conduct cable-laying operations in the SCS
has placed increasing pressure on claimant states, two
HMN Technologies-led projects are on track to come

ASEAN RESTORER

sagaip
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online next year. These projects, which run through the
SCS, have faced no such permitting issues, with an involved
executive at a Chinese telecom company stating, ‘We have
not seen any issues”.” According to the Washington Post,
bypassing the SCS would require additional cable and
extended installation periods. Moreover, certain alternative
routes pass through shallower waters, which increases

the vulnerability of the cables to faults. Given the limited
number of cables operating along these routes, rerouting
traffic in the event of a disruption would prove challenging,
heightening the risks to connectivity and system reliability
for all states in the region.”

The extent of China’s regulatory control on permits
raises critical questions about the role of international
legal frameworks and regulatory mechanisms.
Understanding how these frameworks are structured,
enforced, and navigated by various states is crucial in
determining whether the region can maintain a balanced
digital ecosystem or if it will see a shift towards a more
consolidated, China-centric model. The next section

will explore the regulatory frameworks of SCS claimant
states in greater detail, assessing the extent to which they
offer resilience against strategic monopolisation and the
pressures they face in an era where digital and physical
infrastructures are increasingly interlinked.
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THE INSUFFICIENCY

OF EXISTING CABLE
PROTECTION REGIMES IN
THE SOUTH CHINA SEA

HISTORICAL LEGAL
FRAMEWORKS

The first significant international agreement to address
submarine cables was the 1884 Convention for the
Protection of Submarine Telegraph Cables. It laid the
foundation for the legal status of undersea cables by
affirming the freedom to lay and repair them across
international waters. Legal experts note that the
international legal regime for protecting and managing
submarine cables has remained largely unchanged since
1884.7 Unsurprisingly then, the legal provisions under
the 1884 Convention were more relevant to a time when
submarine cables played a peripheral role, primarily for
telegraphic communication. Its limitations are evident in
that it does not restrict belligerent actions against these
cables, making it ill-suited to deter modern sabotage and
hostile activities.”

Subsequent international agreements, such as the 1958
Geneva Convention on the High Seas and the 1982
UNCLOS, expanded on these freedoms. UNCLOS in
particular provides the most comprehensive international
legal framework for the laying, operation, and maintenance
of submarine cables. Article 58 of UNCLOS stipulates that
all states, whether coastal or landlocked, enjoy freedoms of
navigation, overflight, and the laying of submarine cables
and pipelines within the EEZ of coastal states. Importantly,
UNCLOS recognises that beyond the 12-nautical mile
territorial sea, coastal states may not unduly impede

the maintenance and repair of these cables, effectively
granting cable operators the right to maintain and

repair existing infrastructure across international waters.
Additionally, UNCLOS Articles 113,114, and 115 mandate

that states criminalise the wilful or negligent damage

of cables, ensure reimbursement for damages, and
compensate shipowners who sacrifice equipment to avoid
cable damage. These updates reflect a progression toward
better protection and maintenance of global undersea
infrastructure, though gaps remain in addressing modern
security threats.

Pertinently, despite the extensive legal provisions offered
by UNCLOS, the United States has neither signed nor
ratified the treaty. As a non-party to UNCLOS, the US'is
limited to relying on the 1884 Convention rules to protect
its undersea cables. The 1884 Convention - which the US
incorporated into law - prohibits the intentional breaking
of cables, though this ban notably does not apply in
wartime.?®

MAINTENANCE AND REPAIR
RIGHTS UNDER UNCLOS

While UNCLOS does not explicitly mention maintenance
activities, the general understanding supported by legal
scholars, is that the freedom to lay cables includes the
right to maintain and repair them.” Articles 58 and 79 of
UNCLOS collectively affirm this interpretation, ensuring
that states must not obstruct these activities. During the
negotiations leading to the adoption of UNCLOS, there
were debates about what constituted ‘internationally lawful
uses of the sea’ related to submarine cables. Scholars such
as Burnett, Davenport,” and Beckman”® argue that this
expression should encompass not only the laying but also
the maintenance and repair of cables, which is essential to
keep them operational.
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Furthermore, this understanding is significant when
considering that submarine cables are vital components
of the global information infrastructure; hence, legal
frameworks need to account for ensuring their continuous
operation. Despite this, UNCLOS does not provide clear
directives on addressing cable sabotage or deliberate
damage, leaving a gap in legal coverage that could be
exploited by state or non-state actors. This vulnerability has
been highlighted by recent events and disputes, such as
those in the SCS region, where geopolitical rivalries have
raised concerns over the security of submarine cables.

REGIONAL DEVELOPMENTS
ASEAN’S GUIDELINES

While global efforts to update and expand the legal
frameworks have been slow, regional initiatives have
started to address specific issues, particularly in Southeast
Asia. In October 2019, the Association of Southeast

Asian Nations (ASEAN) adopted the ASEAN Guidelines
for Strengthening Resilience and Repair of Submarine
Cables.”” These guidelines, while non-binding, represent
a significant step forward in recognising the strategic
importance of swift cable repairs. The guidelines also
advocate for streamlining the permitting process for
submarine cable repairs, encouraging transparency and
simplification of regulations.

To complement the provisions of UNCLOS, individual
SCS claimants have implemented national regulations to
enhance the security of undersea cables. However, these
regulatory frameworks exhibit significant variation across
different jurisdictions. The following section undertakes
a detailed examination of these frameworks, aiming to
reveal how distinct national priorities shape regulatory
approaches and to identify critical gaps in security. This
analysis will offer insights into the inconsistencies and
vulnerabilities that persist in the protection of undersea
cable infrastructure.
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DOMESTIC
TELECOMMUNICATIONS
LEGISLATIVE FRAMEWORKS
SCS CLAIMANTS OTHER
THAN CHINA

In this section, we discuss the legislative frameworks by SCS
claimants. The fact that they have enacted regulations on
subsea cables - albeit limited in theirimplementing capacity
and relative power of assertion compared to the great
powers dominating the contested waters - demonstrates
theiragency in independent decision-making in this

critical area. This showcases regional stakeholders not

as passive actors bending to external pressures, but as
agentic participants shaping their destinies amidst complex
geopolitical dynamics.

BRUNEI

Brunei, with its ambitious digital transformation agenda,
aims to position itself as a ‘Connected Smart Nation,” driven
by the Authority for Info-communications Technology
Industry of Brunei Darussalam (AITI).1°° With 95% of its
population connected to the internet, Brunei has laid out

a strategic five-year ‘Digital Economy Master Plan™® to
enhance digital connectivity.

As a claimantin the SCS, Brunei relies on robust
connectivity to global networks, supported by four
existing submarine cable systems. To bolster regional
interconnectivity, Brunei has embarked on the Asia Link
Cable (ALC) project, set to be completed by 2025.10?
This 7200 km, $300 million'® initiative aims to connect
key regional hubs such as Hong Kong SAR, Singapore,
the Philippines, Brunei, and Hainan, China,® thereby
reinforcing Southeast Asia’s economic integration. The
addition of the ALC reflects a strategic move to diversify
connectivity routes and enhance redundancy. However, the
recent retirement of the SEA-ME-WE 3 cable, which has
been a critical link since 2000, underlines the urgency of
updating and expanding Brunei’s digital infrastructure.

In 2023, Bruneiissued a Telecommunications Code under
the existing 2001 Telecommunications Order, representing
a strategic move to regulate the telecommunications sector
through a structured legal framework.

The 2023 Telecommunications Code'® introduces a
comprehensive regulatory structure aimed at promoting
sustainable competition, technological neutrality, and
efficient infrastructure usage. This code, however, appears
more focused on domestic network expansion and digital
connectivity than on safeguarding the physical infrastructure
that enables these services. For cable security, it continues to
rely on the outdated 2001 Telecommunications Order, which
raises significant concerns.

The regulation of submarine cables in Brunei falls under the
Telecommunications Order of 2001,° which established
AlTl as the principal body overseeing the sector. While AITI
has broad authority over telecommunications systems -
including submarine cables - the legal framework remains
ambiguous about its jurisdiction over cables in Brunei’s
EEZ and CS¥” Although the 1954 Continental Shelf
Proclamation suggests these areas fall under Brunei’s
jurisdiction, the lack of explicit legal provisions raises
questions about enforcement and regulatory oversight,
particularly in contested maritime zones.

Brunei’s licensing framework, notably the Infrastructure
Provider for the Telecommunications Industry (INTI)
License,'°® empowers operators to manage and control the
necessary infrastructure, yet it does not impose restrictions
on foreign ownership.'°? This openness to foreign investment
has facilitated the development of cross-border digital trade
by minimising regulatory compliance costs. However, it also
introduces potential security risks as control over strategic
assets may be influenced by external interests, particularly in
aregion marked by geopolitical tensions.

While Brunei has made commendable strides towards
becoming a digitally connected nation," the ambiguity
over jurisdictional authority, especially in maritime zones,
presents strategic vulnerabilities. As Brunei moves forward
with projects like the Asia Link Cable, strengthening
regulatory clarity and enhancing enforcement mechanisms
will be essential to ensuring the resilience and security of
its digital infrastructure amidst an increasingly complex
geopolitical landscape.



PHILIPPINES

The Philippines, strategically positioned in Southeast
Asia, plays a crucial role in the region’s digital connectivity
through its extensive network of submarine cables. It is
increasingly referred to as the emerging ‘Mid-Asia hub.’
This shift is attributed to Hong Kong's marginalisation
following its annexation by China, with Japan serving as
the northern hub and Singapore as the southern one

in the regional network. Currently, the country hosts 19
active cables, with an additional 7 slated to be operational
between 2024 and 2028.™ Despite this vital role, the
regulatory framework governing submarine cables in the
Philippines remains fragmented, revealing significant
vulnerabilities that could undermine national security and
economic interests, particularly in the contested waters of
the SCS.

The principal legislation governing telecommunications
in the Philippines is the 1995 Public Telecommunications
Policy Act (R.AA. No.7925)." This law establishes the
National Telecommunications Commission (NTC) as the
primary regulatory authority responsible for the regulation
of telecommunications services, including submarine
cables. The NTC is tasked with ensuring quality, reliability,
and security across telecommunications infrastructure
and promoting fair market conduct. However, while R A.
No. 7925 provides the general framework, it does not
address the specific and unique vulnerabilities associated
with submarine cables, leaving a critical gap in the legal
protections needed for these essential digital arteries.

Telecommunications companies operating submarine
cables must obtain franchises from Congress, which
grants them the authority to lay and maintain these cables
within Philippine waters. However, these franchises are
primarily focused on operational aspects and lack explicit
provisions related to security and strategic protection,
particularly against threats posed by foreign entities.
Moreover, while environmental permits are essential for
protecting biodiversity in a climate-vulnerable country
like the Philippines, the reliance on multiple permits and
clearances including from environmental agencies adds
layers of bureaucracy that hinder quick response times.

In 2021, the Congress of the Philippines amended

Act No. 146 of the Public Service Act and enacted
R.A11659.™ Section 2(m) of the amendment classifies
telecommunications infrastructure, including submarine
cables, but does not explicitly designate it as critical
infrastructure. This law imposes restrictions on foreign
ownership, capping it at 50% unless reciprocal rights
are provided to Philippine nationals in the foreign
entity’s home country. While this regulation aims to
safeguard national interests, it fails to account for the
specific strategic risks associated with submarine cables,
particularly in international waters.

Additionally, the Philippines signed the Anti-Cable
Television and Cable Internet Tapping Act in 2013 (R.A. No.
10515).™ The act penalises unauthorised damage, theft,

or interception of telecommunications infrastructure,
including submarine cables. Recent enforcement of this
law by major telecom companies, such as Globe Telecom
and PLDT, has led to legal action against hundreds of
individuals involved in cable theft.™ However, the law’s
jurisdiction is limited to Philippine territorial waters, leaving
activities on the high seas unregulated. This limitation
exposes a significant gap, as the country has yet to enact
legislation that would penalise intentional cable cutting

by Philippine-registered vessels on the high seas -a
requirement under the UNCLOS.

The Maritime Industry Authority (MARINA), established
under Presidential Decree No. 474 in 1974, oversees
maritime operations, including the regulation of cable-
laying activities within Philippine waters. MARINA issues
special permits to domestic entities using foreign-registered
vessels for these operations. However, such projects also
require clearance from the National Security Council (NSC),
enforcing an additional bureaucratic layer and undermining
the agility needed to address cable disruptions swiftly.” In an
environment like the SCS, where geopolitical tensions can
exacerbate strategic vulnerabilities, such delays could have
far-reaching consequences.

Recognising the challenges posed by the current
regulatory environment, President Ferdinand Marcos Jr.
issued Executive Order No. 32 in 20238 to streamline the
permitting process for telecommunications infrastructure,
including submarine cables. This directive limits the
requirements needed for construction, installation, and
maintenance, making it easier for companies to undertake
necessary projects. However, while this order simplifies
certain processes, the overall regulatory structure remains
fragmented, with responsibilities dispersed across various
agencies, each with its own set of mandates.

The patchwork of regulations governing submarine cables
in the Philippines is symptomatic of a broader issue: the
absence of a centralised, cohesive regulatory framework.
This fragmented approach, involving entities like the NTC,
MARINA, and the NSC, has the potential to hinder efficient
coordination and create delays that could be strategically
damaging, particularly in a region as sensitive as the SCS.

Centralising oversight under a dedicated authority is
essential to streamline coordination, enhance efficiency,
and ensure rapid responses to disruptions. Such an
authority should oversee permits, maintenance, and
enforcement against threats, while legislative reforms
must designate submarine cables as critical infrastructure.
Extending regulatory reach beyond national waters under
UNCLOS would further bolster protection against illegal
activities on the high seas.
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VIETNAM

Vietnam has become a key battleground in the strategic
contest between the US and China over control of
undersea cable networks."” Currently, the country
operates five active undersea cable networks,?° which

are, onaverage, 14 years old. With infrastructure aging,
Vietnam faces significant connectivity challenges, and this
was starkly highlighted in early 2023 when all five cables
experienced simultaneous service disruptions.”” While
some attributed these failures to the aging network, US
officials, while dissuading Vietnam from engaging in cable
deals with Chinese companies, alleged sabotage by China,
pointing to rising geopolitical tensions in the region.™??

Amidst this backdrop, Vietnam is actively seeking to
bolsterits digital infrastructure. In April 2023, the state-
owned telecommunications firm Viettel partnered with
Singapore’s Singtel to announce plans fora new undersea
cable connecting southern Vietnam to Singapore.”® The
planned route would strategically bypass contentious areas
of the SCS claimed by Beijing,”?* underscoring Vietnam’s
intent to diversify and secure its connectivity. Although the
tender for this project has yet to be launched, it represents
amove to strengthen ties with key digital hubs such as
Singapore, Hong Kong, and Japan while maintaining
flexibility to adapt and expand Vietnam’s network.

Looking towards the future, Vietnam has laid out an
ambitious strategy to expand its undersea cable network
by 2030."° Since early 2024, Prime Ministerial Decision
1132/QD-TTg, Decision No. 805/QD-TTg, and Decision
No.36/QD-TTg have been issued and approved by the
Ministry of Information and Communications (MIC).

The directives lay out an Informational Communication
Infrastructure Master Plan for 2021to 2030, seeking

to deploy at least ten new undersea cables,’ bringing

the total to 15. One of the new systems will be state-
owned.” This initiative is part of a broader effort to solidify
the country’s position as a regional digital hub and to
ensure robust international connectivity. In addition, the
government plans to establish two new international land
fibre optic routes by 2030, designed to handle at least 15%
of the total capacity currently managed by marine systems.
By 2027, Vietnam aims to have four new undersea cables
in operation, boosting its data transmission capacity to at
least 134 terabytes per second (Tbps).”?8

Vietnam’s legal framework for the protection of submarine
cables presents a robust approach, combining multiple
regulatory instruments. Vietnam'’s regulation on submarine
cables is primarily governed by two core legal instruments:
the Law of the Sea 2012™%? and the Telecommunications
Laws (2009, updated in 2023).° Together, these laws
outline the rights and obligations associated with the
installation, operation, and maintenance of submarine
cables within Vietnam’s maritime zones.

Vietnam’s Law of the Sea (2012), which adheres to
international standards, respects the principle of freedom
to lay submarine cables on the continental shelf as
enshrined in UNCLOS. At the same time, it mandates
that any party wishing to lay cables within Vietnam’s EEZ
or continental shelf must obtain written consent from
competent authorities. This regulatory measure ensures
that activities align with national interests, allowing
Vietnam to exercise its sovereign rights while upholding
international commitments.

The updated Telecommunications Law (2023) forms
the core of Vietnam'’s legal framework by establishing
stringent conditions for granting licenses to entities
seeking to install submarine cables. These conditions
emphasise compliance with national defence
requirements, environmental protection standards,
and Vietnamese legal frameworks. The law ensures
that entities adhere to strict guidelines from the outset,
thereby maintaining the integrity of submarine cable
installations. Supplementing this, decrees like No.
174/2013/ND-CP®™' set out clear penalties for violations,
reinforcing the state’s commitment to protecting these
vital infrastructures. The classification of multinational
telecommunications lines as high-priority constructions
further underscores the strategic significance Vietnam
assigns to its connectivity infrastructure.

Vietnam’s multi-agency approach integrates several

key players. Article 25 of Decree 25/2011/ND-CP™?
stipulates that after a license is approved, the specialised
telecommunications management agency coordinates
with the General Staff of the Ministry of Defence. This
collaboration is crucial, as it facilitates the entry of
vesselsinto Vietnamese waters for surveying, installing,
maintaining, and repairing submarine cables under the
provisions of law. This regulatory oversight ensures that
all activities are conducted within the bounds of national
security protocols.

Prime Minister’s Directive No.30/2007/CT-TTg"*
enhances these efforts by mandating that the Border
Guard, Navy, and Vietnam Coast Guard - under the
Ministry of National Defence (MND) - ensure the
security of telecommunication submarine cables. This
directive ensures that defence forces play an active role
in safeguarding these infrastructures, reflecting a strong
integration of national security into telecommunications
management. Additionally, the police coordinate with
telecommunication companies to protect the security
of landing stations and handle legal actions against acts
of sabotage.® Local governance also plays a role; the
People’s Committees of Coastal Areas® are tasked with
raising public awareness about the importance of these
cables and educating communities on their significance
and security.



Further supporting this framework, Official Document No.
3591/VPCP-CN™ establishes a collaborative mechanism
to prevent damage to undersea cables. In cases of illegal
undersea cable exploitation, various ministries, including
the Ministry of Natural Resources and Environment
(MONRE), Ministry of Information and Communications
(MIC), Ministry of National Defence (MND), Ministry of
Public Security, and Ministry of Culture and Information
work in conjunction with the People’s Committees of
coastal provinces. The MIC, for instance, is responsible for
issuing licenses and regulating the telecommunications
sector, while the MND provides physical security through
surveillance and enforcement capabilities. Meanwhile,
MONRE ensures compliance with environmental
standards, particularly during the installation and
maintenance of cable systems.

Vietnam’s approach is commendable for its alignment
with UNCLOS principles and its recognition of
telecommunications infrastructure as a strategic

asset. The clear licensing procedures detailed in the
Telecommunications Law ensure that only compliant
entities are granted permissions, with requirements that
include rigorous adherence to national security and
environmental protocols. Enforcement mechanisms
are alsoin place, with Vietnam’s Criminal Code and
related decrees - such as Decree No.162/2013/ND-
CP60™ and No.174/2013/ND-CP61%8 - establishing
clear penalties forillegal activities such as unauthorised
cable installations. The active engagement of the
defence sector, directed by Prime Ministerial mandates,
reflects a strong commitment to safeguarding these
infrastructures from potential threats.

Vietnam'’s regulatory framework for the protection of
submarine telecommunications cables exemplifies a
comprehensive, ‘whole-of-government” approach™’
characterised by the integration of legal provisions and
multi-agency collaboration. This coordinated strategy
enhances oversight and reinforces the defence of
critical infrastructure, aligning with national security and
economic objectives.

Nevertheless, this extensive inter-agency model is not
without its inherent challenges. The involvement of
multiple governmental bodies can lead to jurisdictional
overlaps and ambiguities, particularly during crises, where
alack of clear authority may result in delayed response
times. Addressing this issue through the establishment

of a dedicated task force for submarine cable security
could mitigate coordination challenges, ensuring a unified,
efficient response across relevant stakeholders.

MALAYSIA

Malaysia’s ambition to position itself as a key hub for
submarine cable landings in Southeast Asia is clearly
articulated in its Digital Economy Blueprint,“© which
aims to capitalise on the nation’s strategic location and
enhance its digital connectivity by 2025. Currently, 23
international cable systems™ connect Malaysia to global
communication networks - a critical infrastructure
supporting the nation’s economic growth, as reflected
inthe 23 per cent contribution of the digital economy to
Malaysia’s GDP in 2023.

The regulation of telecommunication submarine cables

in Malaysia is governed by the Communications and
Multimedia Act 19982 and its related instruments. This

act requires entities to obtain a license from the Minister
of Communications and Multimedia to own or provide
network facilities, broadly defined to include physical
infrastructure such as cables and landing centres. The
Communication and Multimedia (Licensing) Regulations
20003 allow licenses for fixed links, cables, and submarine
cable infrastructure, stipulating that licensees must be
companies incorporated in Malaysia. License approvals
are also contingent on securing permissions from relevant
authorities for the placement, installation, and maintenance
of network facilities across different terrains.*

Further, other key regulations include the Exclusive
Economic Zone Act 1984 (Act 311),® which provides the
legal basis for cable operations within Malaysia’s EEZ and
continental shelf. Section 22 of this act mandates that any
installation of submarine cablesin these areas requires
government consent, giving authorities significant control
over such activities. However, while this law allows for
regulatory oversight, it can also lead to administrative
bottlenecks that hinder swift responses to urgent
maintenance and repair needs. Additionally, Section 23
imposes further responsibilities on cable operators by
requiring the removal of disused or irreparable cables.
These provisions primarily address activities within the EEZ,
leaving regulatory gaps within Malaysia’s territorial waters.

The Territorial Sea Act 2012 complements this framework
by extending Malaysian sovereignty to its territorial

seas, where authorisation is also required for any cable
installation. Meanwhile, the Merchant Shipping Ordinance
(MSO) 1952 (Section 491B), introduced in Malaysia in
1980, mandates that operators notify the Director of the
Marine Department before undertaking cable-laying
activities. Despite these clear intentions to regulate
submarine cable operations, the involvement of multiple
agencies, including the Ministry of Transport, Malaysia
Marine Department, and the Department of Fisheries
creates a convoluted process with unclear hierarchy, often
resulting in delays. These inefficiencies hinder Malaysia’s
strategic positioning as a digital infrastructure hub.
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One of the most significant challenges to Malaysia’s
submarine cable infrastructure stems from its cabotage
policy under the MSO 1952 (Part IIB). MSO's section 65L
requires non-Malaysian vessels to secure a Domestic
Shipping License Exemption (DSLE) before conducting
repairs on submarine cables. This process, which averaged
27 days prior to January 2019, was considerably slower than
the global standard of one week, leading to operational
risks, increased costs, and extended network downtimes.
Over a year, these delays could accumulate to nearly 100
days, deterring international investors from considering
Malaysia as a viable connectivity hub."®

Efforts to streamline the DSLE process have been made,
but disputes™ between the Malaysian Shipowners
Association (MASA) and cable operators over vessel
suitability often lead to further delays.™® Though Malaysia
lifted cabotage restrictions in May 2024, allowing foreign
vessels to conduct repairs without needing a DSLE,

the policy remains inconsistently applied. For example,
Sarawak chose to reinstate the cabotage policy within

its jurisdiction, citing the protection of local shipping
industries.™® Such inconsistencies undermine Malaysia’s
ambitions to be a regional digital hub by affecting the
reliability of its submarine cable infrastructure.

The fragmented nature of Malaysia’s regulatory oversight
extends to security coordination. The National Security
Council (MKN) is the lead agency overseeing the
protection and security of submarine cables, coordinating
with other bodies such as the Ministry of Transport and
Malaysia Marine Department.” However, the lack of a
cohesive inter-agency framework leads to inefficiencies,
slow response times, and vulnerabilities, especially

when incidents require urgent repairs. Service providers
like Telekom Malaysia collaborate with the Malaysian
Maritime Enforcement Agency for physical security,

but comprehensive oversight remains fragmented and
unclear. This regulatory disarray could threaten Malaysia’s
security and its ambitions as a regional connectivity hub,
particularly given its strategic location in the SCS.

Malaysia’s Penal Code 431A™ criminalises intentional
damage to telegraph cables, including submarine
communication lines, with offenders facing up to two
years of imprisonment, a fine, or both. However, this
legislation is limited to general acts of ‘mischief’and does
not adequately address the modern complexities of
protecting submarine cables from sabotage, cyber threats,
or espionage. As the SCS is a geopolitically sensitive
region, Malaysia must develop legislation that explicitly
addresses these security challenges, emphasising the
critical infrastructure’s strategic importance.

Malaysia’s broader digital strategy, articulated
through initiatives such as the MyDigital Blueprint
and the National Cyber Security Agency’s (NACSA)
Cybersecurity Strategy,'®® indirectly supports submarine
cable security by underscoring the importance of
digital infrastructure. However, these initiatives lack
explicit recognition of submarine cables as part of the
Critical National Information Infrastructure (CNII)."%¢
This oversight limits the applicability of robust legal
protections, despite the cables’ critical role in carrying
99 per cent of Malaysia’s internet traffic.

To truly position itself as a digital leader in Southeast Asia,
Malaysia must undertake a comprehensive overhaul of

its submarine cable policies. This reform should include
streamlining permitting processes, establishing clear

and cohesive inter-agency coordination, and updating
legal protections to explicitly address modern threats.
Recognising submarine cables as critical national
infrastructure would further enhance Malaysia’s strategic
resilience, ensuring the secure and efficient operation of its
digital networks.
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KEY ISSUES IN THE LEGAL
AND CABLE PROTECTION
FRAMEWORKS OF SCS
CLAIMANTS

The strategic importance of undersea cables in the
SCSregion cannot be overstated, yet the legal and
security frameworks of the region’s claimants reveal
significant vulnerabilities. As China consolidates its
control over key maritime routes and exercises leverage
over licensing and repair permits, the inadequacies

in the regulatory frameworks of other SCS claimants
pose a serious threat to regional digital security. These
gaps hinder the ability of SCS claimants to develop

a cohesive strategy against potential disruptions,
coercive tactics, or strategic isolation.

FRAGMENTED REGULATORY
STRUCTURES

Across the region, legal frameworks governing
undersea cables are dispersed across multiple
legislative instruments, agencies, and regulations,
leading to bureaucratic inefficiencies. Vietnam, for
example, relies on a patchwork of decrees, directives,
and laws from various ministries, including the Ministry
of Information and Communications (MIC) and the
Ministry of National Defense (MND). Similarly, the
Philippines lacks a dedicated regulatory body, with
oversight split between entities such as the National
Telecommunications Commission (NTC), the Maritime
Industry Authority (MARINA), and the National Security
Council (NSC). This fragmented approach complicates
decision-making, leading to delays in issuing permits,
coordinating repairs, and managing security threats.

REPAIR HURDLES

A major challenge to maintaining resilient undersea
cable networks in the SCSis the stringent regulatory
requirement for prior authorisation to conduct
repairs. ASEAN coastal states, including Vietnam,
the Philippines, and Malaysia, extend these permit
requirements beyond their territorial waters into
their EEZs and continental shelves (CSs), while
Brunei’s stance remains unclear, adding to the
regulatory complexity. These rules conflict with the
freedom of repair principle under the UNCLOS,
which prohibits coastal states from impeding cable
maintenance beyond their territorial seas. Requiring
permitsinthe EEZand CSintroduces bureaucratic
delays that can prolong critical repair operations by
weeks, undermining regional digital connectivity
and increasing the risk of strategic disruptions. The
situation is further exacerbated by the need for multiple
approvals from different agencies.

INSUFFICIENT LEGAL
PROTECTIONS AGAINST
FOREIGN INTERFERENCE

SCS claimants, such as the Philippines, have yet

to implement robust legal frameworks to address
extraterritorial threats. The Philippines has not fulfilled
its obligations under UNCLOS to penalise intentional
interference by Philippine-registered vessels on the
high seas, leaving critical gaps in legal protections.
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OVERLAPPING JURISDICTION
AND COORDINATION
CHALLENGES

Coordination across various agencies remains a critical
weakness. Vietnam’s ‘whole-of-government’approach
may result in overlapping responsibilities that delay
actions during emergencies. In the Philippines, MARINA
requires special permits for foreign vessels involved in
cable laying, but projects also need clearance from the
NSC, leading to a multilayered approval process that
can hinder swift responses. This lack of streamlined
coordination can prevent these states from acting quickly
in case of deliberate disruptions, such as sabotage or
geopolitical coercion.

LIMITATIONS ON FOREIGN
INVESTMENT AND OWNERSHIP

The regulatory environment of many SCS claimants
places restrictions on foreign investment in the
telecommunications sector, aiming to safeguard national
security. The Philippines imposes conditional ownership
rights based on reciprocal agreements. While these
measures protect national interests, they also restrict
the influx of foreign capital and technological expertise
necessary for diversifying cable networks. Vietnam'’s
recent regulatory updates allow for 100 per cent foreign
ownership in non-traditional telecommunications
services like data centres; yet, submarine cables remain
outside this purview, reflecting a need for clearer, more
inclusive policies.

'-_-'[’3 WiRAERy
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DEPENDENCY ON EXISTING
ROUTES AND GEOPOLITICAL
VULNERABILITIES

Many claimants, including Vietnam and Taiwan, rely heavily
on existing undersea routes that pass through contested
areas of the SCS. This dependency makes them vulnerable
to potential disruptions, whether from accidents, natural
disasters, or deliberate actions. Vietnam’s new partnership
with Singapore to develop a cable bypassing disputed
regions and new planned systems indicates a strategic
attempt to mitigate this risk, yet the overall reliance on
China-connected cables still persists. In scenarios where
China controls the issuance of permits for repairs in SCS,
these nations face the risk of strategic digital isolation.

INADEQUATE ENFORCEMENT
AND MONITORING

Despite efforts to enhance cable security, enforcement
remains weak. The Philippines” Anti-Cable Television and
Cable Internet Tapping Act penalises damage within its
territory but does not extend to the high seas, where cables
are equally vulnerable.

LACK OF REGIONAL
COLLABORATION ON
CABLE SECURITY

Regional frameworks, such as the ASEAN Maritime Outlook,
emphasise Maritime Domain Awareness, but they do not
explicitly address undersea cable security; consequently, the
legislations reflect a lack of focus on promoting Underwater
Domain Awareness. While MDA initiatives with partners like
the EU and the US are promising, the omission of specific
undersea infrastructure concerns leaves a critical gap.
Without a cohesive regional policy, individual states are

left to manage their own cable security, making it easier for
external actors to exploit these vulnerabilities.
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RECOMMENDATIONS FOR
ENHANCING SUBMARINE
CABLE SECURITYIN
SOUTHEAST ASIA

The task force should prioritise:

Below are recommendations to enhance submarine
cable security that can be applied in the context of

Southeast Asia and the wider Indo-Pacific region. Harmonising Permitting Processes: Develop unified

protocols for issuing permits across member states, reducing
the need for multiple approvals from different agencies.

STRENGTHENING
REGIONAL COOPERATION
MECHANISMS THROUGH AN
ASEAN SUBMARINE CABLE
PROTECTION TASK FORCE

Legal Clarity and Operational Jurisdiction:

Address existing ambiguities by establishing clear legal
frameworks that define responsibilities and streamline
the process of securing approvals, especially in contested
maritime zones. This would include the authority to

The most immediate step towards bolstering regional
cable security is to streamline the often cumbersome
regulatory processes governing undersea cables.
Bureaucratic delays in issuing permits for cable surveys
and repairs have proven to be a significant bottleneck,
leading to prolonged disruptions and strategic
vulnerabilities. A dedicated ASEAN Submarine Cable
Protection Task Force could address these issues by
serving as a central coordination platform, ensuring
more efficient handling of permit applications and
regulatory compliance.

This task force could act as a centralised platform

for member states to coordinate efforts, share best
practices, and respond swiftly to incidents of cable
damage. It would involve representatives from relevant
national agencies, including the ICPC, International
Telecommunications Union (ITU), telecommunications

regulators, maritime authorities, military and naval forces,

cable operators and maintenance providers. While
similar initiatives have been successfully implemented
in regions such as the United Kingdom, the US, and the
European Union, the full enactment of such a task force
within ASEAN will require overcoming political and
logistical challenges. By leveraging the existing ASEAN
framework, this platform could streamline coordination,
reduce regulatory fragmentation, and foster a regional
approach to securing vital digital infrastructure.

operate and conduct repairs beyond national territorial
waters, with mechanisms in place to address cross-border
cooperation and jurisdictional challenges.
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The task force could support a framework that

enables legal and diplomatic mechanisms to address
incidents of deliberate cable damage. Establishing
regional agreements that clearly outline jurisdictional
responsibilities and procedures for cross-border
cooperation would help strengthen deterrence

and regional security. Additionally, encouraging the
development of a code of conduct for actions in shared
and contested waters would help manage tensions and
provide a framework for handling incidents involving
foreign actors, focusing on non-military solutions to
conflict. By combining a diplomatic, legal, and technical
approach, the task force can promote a practical,
cooperative strategy for regional security.

Including Taiwan in the ASEAN Task Force Through
Structured Partnerships

Given Taiwan's strategic position and its substantial
involvement in SCS regional submarine cable networks,
itis vital to facilitate its engagement within the ASEAN
Submarine Cable Protection Task Force. While formal
membership may be diplomatically challenging, Taiwan
can be integrated through structured partnerships that
reflect its importance to regional digital infrastructure
without politicising the collaboration. This approach
emphasises mutual security and connectivity, allowing
Taiwan to contribute its technical expertise and
advanced capabilities in a manner that aligns with
broader regional objectives.

Taiwan’'s engagement can be structured through a few
practical mechanisms:

Establish Observer Status: Granting Taiwan observer
status within the task force would enable it to participate
in discussions, share information, and contribute
resources without necessitating full membership.

This arrangement could be modelled on existing
partnerships ASEAN has with other dialogue partners,
including the Quad nations, thus providing a precedent
forengagement without formal integration.

Business Conduct Agreements with ASEAN States:
Encouraging business conduct agreements between
Taiwan and individual ASEAN members can facilitate its
participation in task force activities. These agreements
would allow Taiwan to assist in joint monitoring, provide
data from its own cable networks, and enhance rapid
response capabilities through shared protocols.

Structured Technical Partnerships: Taiwan’s
technological prowess, particularly in sectors like data
analytics and cyber resilience, can be leveraged through
structured technical partnerships. By contributing
advanced monitoring technologies, Taiwan could
enhance the task force’s overall capabilities. Joint
training exercises and technology transfers would foster
deeper integration without challenging the regional
diplomatic balance.

Building on Existing Dialogue Channels: ASEAN can
work with dialogue partners, such as Japan, the US, and
Australia, who already maintain robust relations with
Taiwan. By aligning Taiwan’s inclusion with ongoing
Quad initiatives, ASEAN can frame this cooperation

as a technical necessity rather than a political stance,
facilitating smoother integration.

DUAL TRACK ENGAGEMENT

To ensure stability and maintain a balanced approach while
integrating Taiwan into regional frameworks, it is essential
to simultaneously and constructively engage China.

This engagement should be aimed at reducing tensions,
fostering mutual understanding, and highlighting shared
interests in protecting critical infrastructure. Below are
strategic ways to engage China:

Establish collaborative dialogue on cable security:
Initiate bilateral discussions between ASEAN and China
on submarine cable security as part of the broader
ASEAN-China partnership. These discussions could
focus on technical, non-political aspects of cable
protection, such as repair protocols and environmental
preservation.

Technical cooperation framework: Propose a joint
initiative where ASEAN and China share information on
cable routes, vulnerabilities, and threats using neutral,
non-political platforms for data exchange. ASEAN
can also invite China to contribute to a regional centre
focused on submarine cable resilience and repair.
Additionally, subsea cable security can be included

in the ongoing negotiations for the Code of Conduct
in the South China Sea (COC), emphasising that
shared concern may reduce suspicions and create a
cooperative framework for addressing threats.

Conflict prevention mechanism: Work with China

to establish clear, de-escalation protocols for cable
repair and maintenance in the disputed maritime
zone. These protocols should focus on safety and
efficiency while avoiding sovereignty disputes and
highlighting shared economic interests of maintaining
trade and financial networks.

LEVERAGING EXISTING
MARITIME DOMAIN
AWARENESS FRAMEWORKS

Expanding MDA frameworks to explicitly include
submarine cable security is a vital step. Existing
partnerships, particularly with the European Union, the
United Kingdom, the US, and the Quad,”® can serve as
platforms for incorporating cable monitoring into MDA
initiatives. Utilising technologies like the Automatic
Identification System (AIS) alongside satellite-based
monitoring can help track vessels near cable routes,
identifying potential threats such asillegal fishing,
anchoring, or unauthorised activities. Enhancing MDA'’s
scope to include submarine cable positioning'™® will
improve regional actors’ ability to detect and respond to
threats to these critical infrastructures, promoting greater
stability and cooperation.
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PRIORITISE UNDERWATER
DOMAIN AWARENESS

While MDA provides essential surface-level monitoring, it
does not account for the complexities of the underwater
environment. A dedicated focus on UDA™ is crucial

for a holistic security posture. UDA incorporates
specialised underwater surveillance technologies, such as
Autonomous Underwater Vehicles (AUVs) equipped with

sonar and imaging capabilities, to monitor cable conditions,

detect anomalies, and respond to subsurface threats

like sabotage or accidental damage from dredging and
anchoring. Integrating UDA with MDA will enable states to
develop a comprehensive threat assessment.

STRENGTHENING PUBLIC-
PRIVATE PARTNERSHIPS

The integration of MDA and UDA requires robust
collaboration across regional states, defence agencies,
and industry. Telecommunications companies can
provide critical data on cable vulnerabilities, while

the private sector can contribute innovative research
technologies, such as Al-powered analytics and low-
cost commercial satellites. Furthermore, public-private
partnerships offer a potential solution to the financial
challenges faced by some nations in acquiring or building
new repair vessels, as current commercial constraints
are limiting the construction of new ships. Encouraging
partnerships, especially in the vessel asset acquisition
domain, canimprove regional preparedness.

EXTENDING THE QUAD
FRAMEWORK FOR CABLE
SECURITY

The Quad’s regionalinitiatives in critical infrastructure
present a strategic opportunity to enhance subsea cable
protection. The Quad, with Australia positioned near the
SCS, can leverage its partnership to develop secure and
reliable cable networks. For instance, the upcoming Asia
Connect Cable, set to be operational in 2026, will link the
Philippines, Indonesia, Singapore, and Australia, providing
an alternative route for data connectivity. Moreover,
ASEAN can strengthen its collaboration with the Quad,
as allits members - Japan, Australia, the US, and India -
are dialogue partners of ASEAN. These nations can be
approached to offer technical expertise, financial support,
and training in advanced technologies for the monitoring
and maintenance of undersea cables.

ADVOCATING FOR TECHNOLOGY
FOCUSED SOLUTIONS AND
POLICY INTEGRATION

Non-China claimant states must integrate technology-
facilitated submarine cable security into national and
regional policies. This includes lobbying for the inclusion of
both MDA and UDA in regional maritime security strategies,
reflecting the interconnectedness of these frameworks.
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Submarine cables are vital to global communications and
play a key role in ‘making things international."® However,
in Southeast Asia, the geopolitical complexities of the SCS
conflict pose significant risks to this infrastructure. The
SCSis one of the world’s most contested regions, with
overlapping claims from China, Vietnam, the Philippines,
and Malaysia, which heighten the risk that submarine
cables could be targeted or become collateral damage in
these disputes.

While UNCLOS provides a general legal framework

for protecting submarine cables, its enforcement is
inconsistent, especially in regions where territorial
disputes create legal ambiguities. The fragmented

nature of national and regional regulations exacerbates
these challenges, and the region has yet to develop a
comprehensive strategy to address them. At the time of
writing, there is no dedicated, legally binding, multilateral
mechanism for protecting submarine cables in Southeast
Asia. Although international actors like the US, Japan, and
the European Union offer support, their efforts remain
fragmented. ASEAN's current focus on broader maritime
security issues has not yet extended to comprehensive
cable protection, leaving networks exposed to threats
from both state and non-state actors.

The article recommends that ASEAN establish a dedicated
Submarine Cable Protection Task Force to coordinate
regional efforts, share information, and collaborate closely
with ICPC and ITU. Additionally, improving maritime and
underwater domain awareness should be prioritised.

This can be achieved through updating national legal
frameworks to protect submarine cables while ensuring
alignment with UNCLOS provisions, as well as by engaging
local communities. External stakeholders such as Japan,
India, the US, and Australia, through the Quad, can support
Southeast Asian nations by providing technical expertise,
financial assistance for buying new repair vessels, and
training in advanced technologies for monitoring and
repairing cables.

Ultimately, the protection of submarine cables must
be integrated into Southeast Asia’s broader maritime
security strategies. Addressing physical vulnerabilities,
resolving jurisdictional disputes, and fostering regional
and international cooperation are essential to ensuring
the long-term security and stability of the region’s
critical communication infrastructure. By adopting a
comprehensive approach, Southeast Asian nations
can safeguard their economies, maintain secure
communications, and contribute to regional stability.
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