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Risk identification 
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Example Sources of Risk 

Internal sources 

• People  

– Capability: knowledge retention, expertise, skills, integrity, loyalty,  
– Capacity: resourcing, industrial relations, health & welfare 

 

• Data/information  

– Capability: integrity, currency, relevance,  
– Capacity: access, storage, disposal, sufficiency 
 

• Strategy  

– Capability; robustness, flexibility, strategic fit, effectiveness, relevance 
– Capacity: efficiency, implementation, timeliness, scope & coverage 

 

• Stakeholder management  

– Capability:  Stakeholder needs, fulfilment, relationships 
– Capacity: Segmentation, service proposition 

 

• Leadership  

– Capability: Vision, management capability, innovation, culture, expertise,  
– Capacity: availability, access, workload, governance 
  
 
 

• Process/product/services  

– Capability: fitness for purpose, intellectual property, life cycle, innovation, quality 
– Capacity: Robustness, availability 
  

• Business performance 

– Capability: Business objectives, equipment, facilities, decision making processes 
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– Capacity: Growth, sustainable development, monitoring 

 

External sources 

• Economic 

– Capability: economic cycle, shares & interest rates, regional stability 
– Capacity: Market growth, capital movement 

 

• Political & Regulatory 
– Capability: Legislation, standards & protocols, acceptable practices, intellectual property 
– Capacity: investment, enforcement 

• Supply 
– Capability: Components, contractors, 
– Capacity: outsourcing, logistics, quality assurance 

• Technology 
– Capability: Hardware, software, security 
– Capacity: User interface, resource availability 

 

• Competition  
– Capability: skills, facilities, equipment 
– Capacity: Resources, space, access 
 

• Community 
– Capability: Social structure, reputation, ethics, partnerships, practices 
– Capacity: participation, content, demographics 

• Physical: 

– Capability & Capacity: Natural events, geography, geology, environment, climate, emissions/pollutants, 

built environment, etc. 
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 b
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ra
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 c
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 o
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 p
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b
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 m
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 b
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 d
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ra
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 m
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 c
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 c
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 c
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 c
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 c
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 b
u
d
g
et
 

b
lo
w
o
u
t 
o
f 
1
5
-3
0
%
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 c
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 c
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n
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 c
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 p
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b
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 d
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ra
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 s
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 b
y
 t
h
e 
p
o
li
ci
es
 

o
r 
ac
ti
o
n
s 
o
f 
th
e 
U
n
iv
er
si
ty
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 C
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 d
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 c
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Minor 

•
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n
ju
ri
es
 r
eq
u
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in
g
 m
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te
n
ti
o
n
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•
 S
h
o
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 t
er
m
 n
eg
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iv
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h
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h
 

ef
fe
ct
s.
 

•
 A
 n
u
m
b
er
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f 
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d
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o
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n
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er
ed
 

u
n
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 b
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b
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 b
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 D
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 c
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b
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 p
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 b
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at
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b
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•
 
D
et
ec
ta
b
le
 d
ec
re
as
e 
in
 s
ta
ff
 

m
o
ra
le
 o
cc
u
rs
. 

•
 
H
as
 a
n
 i
m
p
ac
t 
o
n
 s
ta
k
eh
o
ld
er
s 

la
st
in
g
 f
o
r 
a 
p
er
io
d
 o
f 
d
ay
s.
 

•
 
N
eg
at
iv
e 
m
ed
ia
 a
tt
en
ti
o
n
 f
o
r 

o
n
e 
o
r 
tw
o
 d
ay
s.
 

•
 
P
u
b
li
c 
d
is
af
fe
ct
io
n
 w
it
h
 t
h
e 

U
n
iv
er
si
ty
’s
 p
o
li
ci
es
 o
r 

ac
ti
o
n
s 
is
 l
im
it
ed
 t
o
 a
 f
ew
 

d
ay
s.
 

•
 
S
h
o
rt
 t
er
m
 l
o
ss
 i
n
 c
o
n
fi
d
en
ce
 

re
g
ar
d
in
g
 t
h
e 
U
n
iv
er
si
ty
’s
 

ca
p
ab
il
it
ie
s 
an
d
/o
r 
st
an
d
in
g
 

la
st
in
g
 f
o
r 
se
v
er
al
 d
ay
s.
 

 

•
 
R
eg
u
la
to
ry
 b
re
ac
h
es
 r
eq
u
ir
e 

at
te
n
ti
o
n
 o
r 
co
rr
ec
ti
v
e 

ac
ti
o
n
s.
  

Minimal 

•
 I
n
ci
d
en
t 
re
q
u
ir
in
g
 s
im
p
le
 

fi
rs
t 
ai
d
 o
n
ly
. 

•
 T
ra
n
si
en
t 
o
r 
li
m
it
ed
 i
ll
 

h
ea
lt
h
 i
m
p
ac
t.
 

•
 A
ss
et
s 
re
ce
iv
e 
li
tt
le
 o
r 

m
in
im
al
 d
am
ag
e,
 o
r 
ar
e 

o
n
ly
 t
em
p
o
ra
ri
ly
 

u
n
av
ai
la
b
le
 f
o
r 
u
se
. 

•
 A
n
 o
p
er
at
in
g
 b
u
d
g
et
 

b
lo
w
o
u
t 
o
f 
<
5
%
. 

•
 D
et
er
io
ra
ti
o
n
 i
n
 e
x
te
rn
al
  

fu
n
d
in
g
 o
f 
<
5
%
. 

•
 U
n
an
ti
ci
p
at
ed
 c
o
st
s 
o
r 
lo
ss
 

o
f 
 >
$
5
0
,0
0
0
. 

•
 T
h
er
e 
is
 a
 n
eg
li
g
ib
le
 i
m
p
ac
t 
o
n
 t
h
e 

ef
fi
ci
en
cy
 a
n
d
 e
ff
ec
ti
v
en
es
s 
o
f 
th
e 

U
n
iv
er
si
ty
. 

•
 T
h
er
e 
ar
e 
m
in
im
al
 e
ff
ec
ts
 o
n
 t
h
e 

ac
h
ie
v
em
en
t 
o
f 
o
b
je
ct
iv
es
 o
r 
th
e 
d
el
iv
er
y
 o
f 

o
u
tc
o
m
es
. 

•
 I
n
si
g
n
if
ic
an
t 
le
v
el
s 
o
f 
in
d
u
st
ri
al
 u
n
re
st
. 

•
 M
an
ag
em
en
t 
ca
n
 b
e 
u
n
d
er
ta
k
en
 w
it
h
in
 

ex
is
ti
n
g
 p
ar
am
et
er
s.
 

•
 P
o
te
n
ti
al
 d
is
ru
p
ti
o
n
s 
m
an
ag
ed
 a
s 
p
ar
t 
o
f 

b
u
si
n
es
s 
as
 u
su
al
. 

•
 D
et
er
io
ra
ti
o
n
 i
n
 t
o
p
 k
ey
 p
er
fo
rm
an
ce
 

in
d
ic
at
o
rs
 o
f 
>
1
%
. 

•
 
A
n
y
 i
m
p
ac
ts
 u
p
o
n
 t
h
e 
M
in
is
te
r 

o
r 
C
o
u
n
ci
l 
ar
e 
in
co
n
se
q
u
en
ti
al
. 

•
 
T
h
er
e 
is
 n
eg
li
g
ib
le
 e
ff
ec
t 
o
n
 

st
af
f 
m
o
ra
le
. 

•
 
In
co
n
se
q
u
en
ti
al
 d
is
ad
v
an
ta
g
e 
is
 

ex
p
er
ie
n
ce
d
 b
y
 s
ta
k
eh
o
ld
er
s.
 

•
 
S
ta
k
eh
o
ld
er
 d
is
sa
ti
sf
ac
ti
o
n
 i
s 

m
in
im
al
. 

 

•
 
O
cc
as
io
n
al
 n
eg
at
iv
e 
m
ed
ia
 

co
v
er
ag
e.
 

•
 
T
h
er
e 
is
 l
im
it
ed
 p
u
b
li
c 

d
is
af
fe
ct
io
n
 w
it
h
 t
h
e 
p
o
li
ci
es
 

o
r 
ac
ti
o
n
s 
o
f 
th
e 
U
n
iv
er
si
ty
`.
 

•
 
P
u
b
li
c 
co
n
fi
d
en
ce
 i
n
 t
h
e 

U
n
iv
er
si
ty
 r
em
ai
n
s 
la
rg
el
y
 

u
n
af
fe
ct
ed
. 

•
 
R
eg
u
la
to
ry
 b
re
ac
h
es
 b
y
 a
re
 

in
si
g
n
if
ic
an
t 
in
 n
at
u
re
 w
it
h
 n
o
 

d
is
ru
p
ti
o
n
 t
o
 p
er
fo
rm
an
ce
 o
f 

d
u
ti
es
. 

 



Version LTU1.0      

Likelihood criteria 

 

Likelihood Criteria 

Almost certain 

• Over 99% probability, or 

• “happens often”, or 

• could occur within ‘days to weeks’ 

Likely 

• >50% probability, or 

• “could easily happen”, or 

• could occur within ‘weeks to months’ 

Possible 

• >10% probability, or 

• “could happen, has occurred before”, or 

• could occur within ‘a year or so’ 

Unlikely 

• >1% probability, or 

• “has happened yet, but could”, or 

• could occur ‘after several years’ 

Rare 

• <1% probability 

• “conceivable but only in extreme circumstances” 

• exceptionally unlikely, even in the long term future 

• a ‘100 year event’ or greater 

 
 
 

Risk Rating Matrix 

 

  Consequence 

 Minimal Minor Moderate Major Catastrophic 

Almost 

certain 
Medium Significant High Extreme Extreme 

Likely Medium Medium Significant High Extreme 

Possible Low Medium Significant High High 

Unlikely Low Low Medium Significant High 

L
ik
e
li
h
o
o
d
 

Rare Low Low Medium Significant Significant 

 
 


