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La Trobe University
Imagine a large fire in your computer centre at your main campus.  If your computer centre is sprinklered or fitted with an automatic C02 system, imagine the fire was started deliberately by an ex-employee  who intentionally  turned your fire extinguisher system off.  

The fire will happen at 9pm next Friday night and you will be summoned to the site.  The Fire Brigade won’t let you into the building for a few days.  

You can’t use the computer systems – they are all down.  You can’t use the telephone  because the switchboard was destroyed by the fire too.  Well, you can use mobile phones – what are the mobile phone numbers of all of the people you want to ring?  You can’t contact people by email, because the electricity has gone as well and you don’t have  their email addresses either (and even if you did, most of them are University employees without access to computers!).

So, at 10pm next Friday night, you will need to contact suppliers to buy replacement computers – and telephones and desks and chairs and filing cabinets, and stationery and everything else.  What are the suppliers’ names and after hours telephone numbers, can they supply the quantity  you need  and deliver them over the weekend?  What about letterheads? Do you have a sample to give to the printer?

What about finding temporary accommodation?  Do you know what space requirements your various schools and departments need (or was that all stored in the now inaccessible computer)?  Which real estate agents should you ring?  What are their after hours contact numbers?  Is there any space available in the immediate vicinity?  Is it large enough, can it be adapted quickly to suit your needs, is it wired for computers, phones, etc?  How many telephone extensions do you need?  How many handsets will you want?  

From a computer viewpoint, you can use your backup tapes (which  should have been stored off site).  Hopefully, they were not blank, as an Australian university found recently when it needed to revert to the backup tapes, or in another university’s case, where the person responsible for backing up was too busy and hadn’t backed the system up for almost a year.  

Do you do much teaching via the web –  if you do, what will you do while the computer system is down?

What are the after hours or mobile phone numbers of all the staff you need to contact so people can get moving on restoration of the business?  Or is the only list in the now non-functioning University computer system?

Who has been in touch with your media representative or public relations officer to handle the TV crew that  is demanding  your side of the story, or the radio station or newspaper  reporter who telephoned requesting an interview?  

Are you prepared with a comprehensive Corporate Crisis Management Plan which will enable the university to properly respond to a major crisis such as this? 

Commercial Union Insurance

Commercial Union Insurance in London were, when at 9.18pm on Friday 12 April 1992, an IRA bomb blew up their head office building at St Mary Axe in  London killing three and injuring about seventy – a  building housing 650 staff and more than 1400 tenants, and a switchboard with 3600 telephone extensions. They handled all UK and international business with  500 computers.  They normally had 1000 phone calls an hour, but on the Monday following the explosion they had 10,000 – how did they handle it?

Well, they had updated their  Corporate Crisis Management Plan five years earlier and although it gave a detailed blow by blow account of the computer and telephone recovery plans, their premises plan was really a check list of things to do and phone numbers.  This saved valuable time in the days following the accident.  You can’t set out everything you would need to do, but a good plan sets out the basics of what is necessary, where to go and who to talk to.  It will avoid the discussions, delays and arguments which usually occur in the days and weeks following a crisis.

Commercial Union split the executive into two teams, one to concentrate on disaster management to handle the emergency repairs, while the other team had to run the business.  In some cases, these two teams had opposing agendas.

They immediately had to determine their floor space requirements, and  relocated to more than one building.  They had to buy desks, chairs, filing cabinets, phones, a new switchboard and 500 new computers.  And because they had a crisis management plan, by the following Friday they opened for business in temporary accommodation in various parts of the city, all set up with desks, filing cabinets, chairs, computers, phones, stationery, etc for their 650 staff.  

How would your University fare?
How would your university fare in a similar situation?  Do you have a crisis management plan?  Should you have one?  Of course – and as the person responsible for insurance and/or risk management, it is probably more your responsibility than anyone else’s.

Why have a crisis management plan?
1
To ensure the safety of staff, students and others

2.
To minimise the loss of facilities and resources necessary for the continuity of the University’s activities.

3.
To assist the process of restoration, recovery and continuation of normal functions and services by preplanned responses (including alternative resources).

4.
To maintain communication internally and externally in order to maintain the University’s reputation.

The LTU Crisis Management Plan
Developing and implementing the LaTrobe  Crisis Management Plan is a large job and it  could not have been done  without input from external consultants.  We have concentrated on two aspects :

1.
Reaction – emergency or catastrophe response to control the crisis

2.
Recovery – business resumption or business continuity. 

You can’t buy an “off the shelf” plan, nor can you use another University’s plan.  It might be of assistance, but you have to do your own because all universities’ needs differ.  Also, your plan needs to list employees’ names, phone numbers, responsibilities, etc – and you need alternates, too, because staff get sick, go on leave or otherwise can’t be contacted.

A Crisis Management Planning Committee was formed with my immediate superior as Chairman and staff from International, Buildings, Public Affairs, Security, OH&S, Information Technology and our second largest campus at Bendigo – and me.

The Executive Crisis Management Team comprises the most senior University executives -  the VC,  Deputy Vice-Chancellor (Research),  University Secretary, the Crisis Management Co-ordinator and others.  Alternates were the Director (Personnel) and the Deputy Vice-Chancellor.

In conjunction with our consultants, a questionnaire was prepared and distributed widely to senior executives throughout the University, and one-on-one meetings were held with 75 senior executives.  Questions posed included “What problems do you see, what risks are  your schools and  departments exposed to and what are the potential repercussions if problems arise”?

The questionnaire asked respondents to consider each  “critical activity/ function/resource/ process/equipment” (etc), and answer the following:-

· How long could we do without it (a measure of criticality)?

· What alternative arrangements are suitable and available (indicate if partial or total capacity was restored)?

· How long before full activity or function could be restored (worst case scenario)?

· Will the alternative arrangements allow us to function for this period?

· The names and contact details of people/organisations who would be called to assist.

We identified about a dozen major problem areas or key risk exposures, most of which are obvious. These risks included fire, flood, earthquake, cyclone, bushfire, bomb threat, gas leak, IT failure, student demonstrations, student outplacement, outdoor activities and also reputational risk.  Universities are very anxious to protect their reputation, so the control of information going to the media is vital, rather than the media controlling the university in the event of a crisis.

We found that in many cases, risk control functions (to minimise the likelihood or effect of a disaster) were either nonexistent or inadequate.

What the Corporate Plan  does is transfer the responsibility away from the schools, departments, faculties and campuses to the Executive Crisis Management Team in the event of something very serious, because they are the only group within the University with the power to decide what will be done and how much money will be spent to overcome the crisis and minimise the disruption. 

Our Corporate Crisis Management Plan is really an umbrella administrative structure which ensures the co-ordinated application of contingency plans. It is our intention to have disaster recovery or emergency management plans for all locations and risks, and this will be supplemented by relevant training and annual testing.  It is a lot of work initially, and it will be continuous – it will always be a “work in progress” and will never be finished as such.  As employees leave, are replaced or have different job responsibilities, the plans will need to be amended.

As you would expect, some schools had very good plans but many had none at all.  Templates were produced to assist schools to produce their own plans and some reacted quickly and thoroughly, but many have not yet produced any  plans. 

At present we have templates for Physical Facilities, Public Affairs, IT, International, Outplacements and  Student and Outdoor Activities, as well as a general Campus Emergency Response Plan. Specific plans include those from the Library and OH&S, and our regional campus at Bendigo have produced an excellent campus plan.  There are rigorous requirements for bus operators in Victoria and as our Bendigo campus operates buses, they had to produce a Bus Risk Management Plan under the licensing arrangements. 

When the schools produce their own plans they have to be specific. Individual plans need to specify which employee does what in the event of a crisis  and how should contact be made (very relevant if it occurred after hours). 

Schools can use the generic template as a base, but they need to consider specific issues that relate to their area only.  For example, only a few schools  have refrigerators and freezers, and need to concern themselves about what approach they would adopt if a supercool freezer should fail. They would need to know who else has them (and their after hours phone numbers), how far away they are, how can they access them  after hours, can they put their chemicals/materials in there, will they fit, do they have keys?  What if it’s not the freezer that fails, but the electricity is disconnected or fails (like a power point of ours did recently, due to rust)?  Is the freezer and the power supply  fitted with an alarm, and if so, is the alarm merely external, is it battery operated, is it connected to the security system or to an employee’s mobile phone or what?

We are currently in the throes of appointing sub-committees to initially create and then review the final contingency plans of each school/department/area.  The next step will be to test the individual plans, and we will have to allow for training of key personnel. 

Apart from campus plans, which  by their very nature are comprehensive and lengthy documents,  we also have specific plans such as :-

· Physical Facilities and Essential Resources - Preplanned alternative suppliers to enable essential functions to be continued.

· Public Relations/Media – You want to convey the message that you are coping with the crisis, that it’s “business as usual” and that you were prepared for this type of problem, so it is crucial that only one spokesperson should discuss matters with the media.  It may be the Vice-Chancellor, the Deputy Vice-Chancellor or perhaps the Dean at regional campuses.  How would you handle the media (eg a television crew or newspaper journalist) on site demanding interviews or on the phone requesting an interview. 

A few senior executives may need to undergo media training – perhaps the switchboard operators may need to do so, as well as a few secretaries. What should your telephone operators say to people inquiring about the incident?  

All information should be released by the Media Officer, the Public Relations or Public Affairs Officer.  There may even be three or four releases per day in the initial states of a crisis.  Different releases may apply to staff, students and the media.  All staff, including Security staff and contractors, must be aware that they must not speak to the media.  They should not say “no comment”, but instead “Let me transfer you to the person who can assist you on this”, or “Let me take your details and the  appropriate person will ring you back immediately”.  The  University must remain in control of the media relationship, not vice versa.

In the event of a crisis, it is extremely important to keep all relevant people informed – this not only includes staff and students (Commercial Union issued 2 or 3 memos per day to their employees), but also tenants, suppliers and appropriate Government departments. The messages to staff and students need to be regular and accurate in order to restore confidence and reduce negative attitudes about the crisis.

You don’t need to be in the wrong to be slaughtered by the media – public opinion can be extremely powerful, as Shell in the UK found out when they endeavoured to sink an obsolete oil well in the North Sea.  Although it appeared to be the best move ecologically, and it was also the most economical, due to extreme pressure from the buying public, they were obliged to tow it to land and dismantle it at great cost and at a considerable increase in  risk to wildlife.   The adverse publicity cost them thirty million pounds per day in lost sales.  

Other examples of poor public relations include the “Exxon Valdez” when zillions of gallons of oil flowed into the sea but Exxon’s  Chairman took a week to appear on TV, but then didn’t say sorry or admit responsibility.

Closer to home, the Kraft Foods peanut butter problems were blamed on others, the Tylenol No. 1 case was handled poorly and resulted in bad PR, and with the benefit of hindsight Herron Pharmaceutical might have adopted a different approach concerning their extortion attempt.  With their reputation tarnished, at an estimated  cost of US$200 million  Perrier eventually had to withdraw 150 million bottles of mineral water which was tainted with benzine. 

However, those companies whose reputation was enhanced had pre-planned with a crisis management program.  Commercial Union in London following the 1992 IRA explosion gained an enormous amount of good publicity, when it became known very soon after the explosion that all 650 staff knew which location to go to,  and when they arrived they had desks, chairs, phones, computers, etc.

Arnotts Biscuits’ primary concern was the safety of their customers when they received an extortion demand and although their sales dropped phenomenally when they removed their products from retail shelves, within a relatively short time they had regained 90% of their market share.  By their second extortion incident, Tylenol had their act in order and their shares actually increased in value within a short time.

· Information Technology – If a problem occurred in the computer area, the management information and financial systems would collapse, you probably couldn’t get cheques, student information would no longer be available, the teaching room allocation would probably not be accessible, and teaching programs  may no longer be available via the Internet.  Your communications are likely to disappear, which not only means no phones, but no faxes and no emails - even video conferencing would be out.

Just imagine you had an electrical problem like Auckland University had in February a few years ago – they eventually dropped 900 students, because it was at enrolment time and their electronic systems were not available.  Universities outside the area affected by lack of electricity were advertising for students and picked up many who had planned to go to Auckland University.

You can, of course, contact people by mobile phone – do you have a hard copy list of the mobile phone numbers of all employees who have them?  Probably not, it is in the computer, and you can’t access the computer!

To handle the overflow of calls that will result in the event of a crisis, should an automatic facility with a call centre be set up beforehand?  I mentioned earlier that the Commercial Union switchboard in London normally had 1000 calls an hour but on the Monday following the IRA explosion they had 10,000 – this overload could only be handled by a lot of pre-planning. 

The day an ex-employee murdered our bar manager we  had a huge increase in the number of calls, because it was announced on the radio.  The switchboard became overloaded and couldn’t handle the quantity of calls.  

Our security staff warned people to stay inside because there was a gunman on the loose – could you at your University  immediately tell everybody to stay inside in such a case, and when it was all clear - or don’t you have  a public address system?  If you don’t have one, should you have one?

Do you have an uninterruptable power source to enable your computer system to continue operating in the event of a power outage?  Do you have a hot site or a cold site to transfer your operations to in the event of a crisis?  How many hours could you use it?  Are they the midnight to dawn shift?  Are costs agreed with the other party?  Is the agreement in writing (and enforceable)? 

· International -  the aim from a risk management viewpoint is to prevent or avoid illness, disease, accident, violence,  dangerous situations  and political disruption while overseas.  Do you inform staff and students travelling overseas about the dangers and risks in the countries they are visiting?  Do you provide them with information about the local culture, laws and customs of their intended destinations?  

If a minibus full of senior academics and students travelling to a graduation overseas did not arrive, what would you do ?  

If  staff publicised the fact that they were university employees, in some countries that would increase their chances of being kidnapped and held for ransom.  In the event of kidnapping, should contact be made with the Police?  In come areas the answer is a definite “No”, because the Police could be involved in the kidnapping itself.  Does the country have any laws prohibiting payment of ransom monies?  Should the university be contacting specialist recovery firms such as  Control Risks, Kroll, Ackerman or Pinkertons?

Your travel insurance policy, covering all staff and students travelling overseas in connection with university activities, should provide medical evacuation to Australia or to  the nearest country with competent medical services. However, whose responsibility is it to evacuate employees or students in the event of war, cyclone, flood, political strife, etc?  Who should be paying for it?  Do you know where your staff or students are located, and can you contact them?  

Fifteen years ago a student from an Australian university went to China on an exchange program and psychological problems, exacerbated by language, food, customs and culture barriers, and a lack of friends in a foreign country resulted in a suicide attempt.  Inadequate insurance (due to the “intentional self injury” exclusion) resulted in arguments and discussions about who should bear the cost of evacuation.  Eventually a family member flew from Australia to China  and brought the student back, but not until there had been a number of high level discussions between the Australian and Chinese Governments.

Does your university have contact details for all staff and students temporarily overseas and overseas students temporarily in Australia, and their families in each case and  can you contact  them all on a 24 hour basis?

· Outdoor activities - The template follows risk management principles of identifying the potential risks (what are they, and to whom), to evaluate the likelihood and magnitude of such risks, and either modify, reduce or eliminate them.  Schools involved in such activities will need a large checklist, which includes things such as:

· A personal list  of medical problems, allergies, medication taken, medical condition generally, names and contact details of usual doctor and of next of kin, and a medical authority form (perhaps to be kept in a film container and only opened in an emergency)

· Equipment – check safety before leaving on the trip

· Food – check safety aspects 

· Medical supplies necessary

· Staff training and qualifications

· Phone  (mobile/satellite) – how many are necessary?

· Transport – should more than one vehicle go on the trip?

· Weather conditions – forecast, plus allowing for unexpected adverse conditions

· First aid – how many first aiders should be  on the trip?

· Detailed itinerary  and location plan – anticipated return date (to assist in search and rescue, if required)

· Solo trips – should they be approved?

· On larger groups, are regular roll calls necessary?

· Global positioning systems necessary?

· Library - If your Library is a member of  CAUL, you may have a Library Disaster Recovery or Response Plan.  It includes reference to a disaster controller, a salvage team, sorting, recording, packing, transporting and treatment teams and also has  contact details (including after hours phone numbers, etc) for strategic staff. 

It refers to classifying damaged books, etc into rubbish, repairable, undamaged, for consigning, air drying, freeze drying and vacuum drying, mentions disaster bins (containing tables, trolleys, paper towelling, gloves, sponges, pens, paper, fans, etc), sources of suppliers, record sheets, specialised treatment areas, sightseers, security, media,  priority  for retrieval/drying and includes films, videos, non paper, magnetic (disks, tapes, etc) – it is all quite comprehensive.

· Student accommodation - Some emergency response plans merely say things like “take the fire extinguisher off the wall and point it at the base of the fire” – they give no hint of the many issues which need to be considered as soon as the fire is out.

Just imagine that a fire occurred on a Friday night at one of your student accommodation complexes – you suddenly have to find accommodation both on a short term and a long term basis for 100 students, you have to find beds and bedding, computers and computer connections and telephones and supply food and you have to tell all of the students, staff and the students’ families what’s going on and consider providing regular transport to and from the university, etc – all in the space of a few hours.

Without pre-planning, it would be almost impossible to do quickly and effectively.

When to implement the Corporate Crisis Management Plan
If a fire occurs in a fume cupboard, all that is necessary is that the evacuation plan should work and repairs will be effected.  Incidentally, have you ever been involved in an evacuation test or drill?  I worked in a city building for ten years without being involved in one, and early one morning after I arrived there was a funny screeching sound coming from a round dome high up on the wall.  I and a few other employees wondered what it was, and  later we were told it was the fire alarm and we should have evacuated the building – but nobody had educated us!  After that, we had fire drills at least once  a year.  You can imagine the strife the building owners would have been in if any deaths had occurred to people who could have been saved in they knew what the evacuation alarm sounded like.  

If a fire occurs in a school or department, there is  no need for the Crisis Management Plant to operate – however, the school or department’s plan for fire would be activated, and that would have to interface with Insurance, Buildings, ITS, Security, Finance, Public Affairs, etc.

If a fire occurred in the Dean’s area of the faculty and it affected a few schools and departments, it may still not be necessary to invoke the full corporate plan – the faculty’s own plan may be adequate.

If,  however, the crisis involved the computer area, that  is likely to have an impact on the whole university, with  all schools, departments and faculties  having their own priorities, resulting in the IT department having a number of  urgent and competing agendas. 

Corporate plans generally provide that the Crisis Management Executive becomes involved if funding or policy decisions are required.   Policy decisions in such cases would frequently mean that area A takes precedence over area B in the financing or order of restitution, and  such   instructions can only come from top management.

All decisions need to be fully documented, because someone will query them later.  Also, immediate solutions by necessity allow for little attention to be paid to costs, and that is why very senior people need to make those decisions.

If you are to successfully implement a Crisis Management Plan you will need a champion, a very senior executive who believes in the importance of such a plan and can push things through when the going gets tough.

You will need a lot of spare time and possibly external assistance – the job will never be finished and ensuring that all plans are kept up to date and monitoring tests will be almost a full time job in itself.  But if you want to enhance your University’s reputation  in the event of a crisis (like Commercial Union and others have done) you will need one.  After all, 

IT IS BETTER TO HAVE A PLAN AND NO CRISIS, THAN A CRISIS AND NO PLAN.
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